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CVE CVE-2023-26607

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-26 23:15:00 UTC

Updated 2023-08-04 17:42:00 UTC

Description In the Linux kernel 6.0.8, there is an out-of-bounds read in ntfs_attr_find in fs/ntfs/attrib.c.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel 6.0.8 All All All
Application Netapp Hci Baseboard Management Controller h300s All All All
Application Netapp Hci Baseboard Management Controller h410c All All All
Application Netapp Hci Baseboard Management Controller h410s All All All
Application Netapp Hci Baseboard Management Controller h500s All All All
Application Netapp Hci Baseboard Management Controller h700s All All All
Reference Source Link Tags

February 2023 Linux Kernel 6.0.8 Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

LKML: Palash Oswal: KASAN: slab-out-of-bounds Read in ntfs_attr find MISC Ikml.org

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
/| s |

No vendor comments have been submitted for this CVE.
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181690 Debian Security Update for linux (CVE-2023-26607)

199276 Ubuntu Security Notification for Linux kernel (BlueField) Vulnerabilities (USN-6000-1)
199295 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6031-1)
199297 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6032-1)
199502 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5975-1)
199560 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6001-1)
199566 Ubuntu Security Notification for Linux kernel (GCP) Vulnerabilities (USN-6007-1)
199568 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6013-1)
199577 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6014-1)
378701 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0030)
378710 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0079)

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)
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