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Summary

CVE CVE-2023-2673

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-13 07:15:00 UTC

Updated 2023-08-25 06:15:00 UTC

Description Improper Input Validation vulnerability in PHOENIX CONTACT FL/TC MGUARD Family in multiple versions may allow UDP packets to bypass the filter rules and access the solely connected device behind the MGUARD which can be used for flooding attacks.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Phoenixcontact Fl Mguard 2102 - All All All

Operating System Phoenixcontact Fl Mguard 2102 Firmware All All All All

Hardware Phoenixcontact Fl Mguard 4102 Pci - All All All

Hardware Phoenixcontact Fl Mguard 4102 Pcie - All All All

Operating System Phoenixcontact Fl Mguard 4102 Pcie Firmware All All All All

Operating System Phoenixcontact Fl Mguard 4102 Pci Firmware All All All All

Hardware Phoenixcontact Fl Mguard 4302 - All All All

Operating System Phoenixcontact Fl Mguard 4302 Firmware All All All All

Hardware Phoenixcontact Fl Mguard Centerport - All All All

Operating System Phoenixcontact Fl Mguard Centerport Firmware All All All All

Hardware Phoenixcontact Fl Mguard Centerport Vpn-1000 - All All All

Operating System Phoenixcontact Fl Mguard Centerport Vpn-1000 Firmware All All All All

Hardware Phoenixcontact Fl Mguard Core Tx - All All All

Operating System Phoenixcontact Fl Mguard Core Tx Firmware All All All All

Hardware Phoenixcontact Fl Mguard Core Tx Vpn - All All All

Operating System Phoenixcontact Fl Mguard Core Tx Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Delta Tx/tx - All All All
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Hardware Phoenixcontact Fl Mguard Delta Tx/tx - All All All

Operating System Phoenixcontact Fl Mguard Delta Tx/tx Firmware All All All All

Hardware Phoenixcontact Fl Mguard Delta Tx/tx Vpn - All All All

Operating System Phoenixcontact Fl Mguard Delta Tx/tx Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Gt/gt - All All All

Operating System Phoenixcontact Fl Mguard Gt/gt Firmware All All All All

Hardware Phoenixcontact Fl Mguard Gt/gt Vpn - All All All

Operating System Phoenixcontact Fl Mguard Gt/gt Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Pci4000 - All All All

Operating System Phoenixcontact Fl Mguard Pci4000 Firmware All All All All

Hardware Phoenixcontact Fl Mguard Pci4000 Vpn - All All All

Operating System Phoenixcontact Fl Mguard Pci4000 Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Pcie4000 - All All All

Operating System Phoenixcontact Fl Mguard Pcie4000 Firmware All All All All

Hardware Phoenixcontact Fl Mguard Pcie4000 Vpn - All All All

Operating System Phoenixcontact Fl Mguard Pcie4000 Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs2000 Tx/tx-b - All All All

Operating System Phoenixcontact Fl Mguard Rs2000 Tx/tx-b Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs2000 Tx/tx Vpn - All All All

Operating System Phoenixcontact Fl Mguard Rs2000 Tx/tx Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs2005 Tx Vpn - All All All

Operating System Phoenixcontact Fl Mguard Rs2005 Tx Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs4000 Tx/tx-m - All All All

Operating System Phoenixcontact Fl Mguard Rs4000 Tx/tx-m Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs4000 Tx/tx-p - All All All

Operating System Phoenixcontact Fl Mguard Rs4000 Tx/tx-p Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs4000 Tx/tx Vpn - All All All

Operating System Phoenixcontact Fl Mguard Rs4000 Tx/tx Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs4004 Tx/dtx - All All All

Operating System Phoenixcontact Fl Mguard Rs4004 Tx/dtx Firmware All All All All

Hardware Phoenixcontact Fl Mguard Rs4004 Tx/dtx Vpn - All All All

Operating System Phoenixcontact Fl Mguard Rs4004 Tx/dtx Vpn Firmware All All All All

Hardware Phoenixcontact Fl Mguard Smart2 - All All All

Operating System Phoenixcontact Fl Mguard Smart2 Firmware All All All All

Hardware Phoenixcontact Fl Mguard Smart2 Vpn - All All All

Operating System Phoenixcontact Fl Mguard Smart2 Vpn Firmware All All All All
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References

Reference Source Link Tags

VDE-2023-010 | CERT@VDE MISC cert.vde.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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