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Summary

CVE CVE-2023-26768

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-16 15:15:00 UTC

Updated 2023-03-22 02:03:00 UTC

Description Buffer Overflow vulnerability found in Liblouis v.3.24.0 allows a remote attacker to cause a denial of service via the compileTranslationTable.c and lou_setDataPath functions.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liblouis Liblouis 3.24.0 All All All

References

Reference Source Link

Check filename before coping to initialLogFileName by Marsman1996 · Pull Request #1302 · liblouis/liblouis · GitHub MISC github.com

global-buffer-overflow in lou_logFile() when long filename is given · Issue #1301 · liblouis/liblouis · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161098 Oracle Enterprise Linux Security Update for liblouis (ELSA-2023-6385)

199272 Ubuntu Security Notification for Liblouis Vulnerabilities (USN-5996-1)

199360 Ubuntu Security Notification for Libloius Vulnerabilities (USN-5996-2)

242325 Red Hat Update for liblouis (RHSA-2023:6385)
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CVE.report and Source URL Uptime Status status.cve.report

296101 Oracle Solaris 11.4 Support Repository Update (SRU) 59.138.2 Missing (CPUJUL2023)

354894 Amazon Linux Security Advisory for liblouis : ALAS2-2023-2013

753997 SUSE Enterprise Linux Security Update for liblouis (SUSE-SU-2023:1829-1)

753998 SUSE Enterprise Linux Security Update for liblouis (SUSE-SU-2023:1828-1)

753999 SUSE Enterprise Linux Security Update for liblouis (SUSE-SU-2023:1824-1)

907106 Common Base Linux Mariner (CBL-Mariner) Security Update for liblouis (25653-1)

941345 AlmaLinux Security Update for liblouis (ALSA-2023:6385)
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