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Summary

CVE CVE-2023-2686

State PUBLIC

Assigner product-security@silabs.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-15 19:15:00 UTC

Updated 2023-06-30 00:09:00 UTC

Description Buffer overflow in Wi-Fi Commissioning MicriumOS example in Silicon Labs Gecko SDK v4.2.3 or earlier allows connected device to write payload onto the stack.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Silabs Gecko Software Development Kit All All All All

References

Reference Source Link Tags

github.com/SiliconLabs/gecko_sdk/releases MISC github.com

community.silabs.com/sfc/servlet.shepherd/document/download/0698Y00000U2sFvQAJ MISC community.silabs.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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