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CVE CVE-2023-26964
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-11 14:15:00 UTC
Updated 2023-11-07 04:09:00 UTC
Description An issue was discovered in hyper v0.13.7. h2-0.2.4 Stream stacking occurs when the H2 component processes HTTP2 RS

/ |

1|

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hyper H2 0.2.4 All All All
Application Hyper Hyper 0.13.7 All All All
Reference

[SECURITY] Fedora 38 Update: rust-git-delta-0.13.0-5.fc38 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: rust-git-delta-0.13.0-5.fc38 - package-announce - Fedora Mailing-Lists

Stream stacking occurs when H2 processes HTTP2 RST_STREAM frames. As a result, the memory and CPU usage are high. - Issue #2877 -
[SECURITY] Fedora 37 Update: rust-bodhi-cli-2.1.0-2.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: rust-bodhi-cli-2.1.0-2.fc37 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183964 Debian Security Update for rust-h2 (CVE-2023-26964)
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283987 Fedora Security Update for clevis (FEDORA-2023-372e269843)
284151 Fedora Security Update for clevis (FEDORA-2023-cc21019773)

285317 Fedora Security Update for clevis (FEDORA-2023-d88521bfc5)
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