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CVE CVE-2023-27320
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-28 18:15:00 UTC
Updated 2023-11-07 04:09:00 UTC
Description Sudo before 1.9.13p2 has a double free in the per-command chroot feature.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System Fedoraproject Fedora 36 All
Operating System Fedoraproject Fedora 37 All
Operating System Fedoraproject Fedora 38 All
Application Sudo Project Sudo All All
Application Sudo Project Sudo 1.9.13 -
Application Sudo Project Sudo 1.9.13 p1

Edition

All

All

All

All

All

All

Language
All
All
All
All
All

All

References

Reference

[SECURITY] Fedora 37 Update: sudo-1.9.13-1.p2.fc37 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: sudo-1.9.13-1.p2.fc36 - package-announce - Fedora Mailing-Lists
oss-security - Re: sudo: double free with per-command chroot sudoers rules

[SECURITY] Fedora 37 Update: sudo-1.9.13-1.p2.fc37 - package-announce - Fedora Mailing-Lists
Stable Release | Sudo

CVE-2023-27320 Sudo Vulnerability in NetApp Products | NetApp Product Security

oss-security - sudo: double free with per-command chroot sudoers rules

sudo: Multiple Vulnerabilities (GLSA 202309-12) — Gentoo security
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Source

FEDORA

MLIST

FEDORA

MISC

CONFIRM

MISC

GENTOO

CCMNNADA

Link Ta
lists.fedoraproject.org
lists.fedoraproject.org
www.openwall.com
lists.fedoraproject.org
www.sudo.ws
security.netapp.com
www.openwall.com

security.gentoo.org
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https://cve.report/
https://cve.report/CVE-2023-27320/mitre
https://cve.report/CVE-2023-27320/nist
https://cve.report/CVE-2023-27320/cve_org
https://cve.report/CVE-2023-27320.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/sudo_project
http://cve.report/software/sudo_project/sudo
http://cve.report/vendor/sudo_project
http://cve.report/software/sudo_project/sudo
http://cve.report/vendor/sudo_project
http://cve.report/software/sudo_project/sudo
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FPLXMRAMXC3BYL4DNKVTK3V6JDMUXZ7B/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/332KN4QI6QXB7NI7SWSJ2EQJKWIILFN6/
http://www.openwall.com/lists/oss-security/2023/03/01/8
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FPLXMRAMXC3BYL4DNKVTK3V6JDMUXZ7B/
https://www.sudo.ws/releases/stable/#1.9.13p2
https://security.netapp.com/advisory/ntap-20230413-0009/
https://www.openwall.com/lists/oss-security/2023/02/28/1
https://security.gentoo.org/glsa/202309-12
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[SECURITY] Fedora 36 Update: sudo-1.9.13-1.p2.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 38 Update: sudo-1.9.13-1.p2.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182828 Debian Security Update for sudo (CVE-2023-27320)

199201 Ubuntu Security Notification for Sudo Vulnerability (USN-5908-1)
283755 Fedora Security Update for sudo (FEDORA-2023-d2d6ec2a32)
283804 Fedora Security Update for sudo (FEDORA-2023-cb5df36beb)
284261 Fedora Security Update for sudo (FEDORA-2023-11c9d868ca)
296099 Oracle Solaris 11.4 Support Repository Update (SRU) 57.144.3 Missing (CPUAPR2023)
355109 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355193 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355225 Amazon Linux Security Advisory for sudo : ALAS2023-2023-133
355289 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355293 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355298 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355299 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355304 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355310 Amazon Linux Security Advisory for sudo : ALAS-2023-135
355311 Amazon Linux Security Advisory for sudo : ALAS2023-2023-135
502955 Alpine Linux Security Update for sudo

673144 EulerOS Security Update for sudo (EulerOS-SA-2023-2302)
673147 EulerOS Security Update for sudo (EulerOS-SA-2023-2278)
710752 Gentoo Linux sudo Multiple Vulnerabilities (GLSA 202309-12)

905697 Common Base Linux Mariner (CBL-Mariner) Security Update for sudo (13779)
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X6VW24YGXJYI4NZ5HZPQCF4MCE7766AU/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/332KN4QI6QXB7NI7SWSJ2EQJKWIILFN6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/X6VW24YGXJYI4NZ5HZPQCF4MCE7766AU/
https://www.cve.org/CVERecord?id=CVE-2023-27320
https://nvd.nist.gov/vuln/detail/CVE-2023-27320
http://cve.report/qid/182828
http://cve.report/qid/199201
http://cve.report/qid/283755
http://cve.report/qid/283804
http://cve.report/qid/284261
http://cve.report/qid/296099
http://cve.report/qid/355109
http://cve.report/qid/355193
http://cve.report/qid/355225
http://cve.report/qid/355289
http://cve.report/qid/355293
http://cve.report/qid/355298
http://cve.report/qid/355299
http://cve.report/qid/355304
http://cve.report/qid/355310
http://cve.report/qid/355311
http://cve.report/qid/502955
http://cve.report/qid/673144
http://cve.report/qid/673147
http://cve.report/qid/710752
http://cve.report/qid/905697
http://cve.report/qid/905701
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906665 Common Base Linux Mariner (CBL-Mariner) Security Update for sudo (13784-3)

906725 Common Base Linux Mariner (CBL-Mariner) Security Update for sudo (13779-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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