CVE-2023-2/371

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2023-27371
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-02-28 20:15:00 UTC
Updated 2023-03-31 00:15:00 UTC
Description GNU libmicrohttpd before 0.9.76 allows remote DoS (Denial of Service) due to improper parsing of a multipart/form-data bo

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Libmicrohttpd All All

All All

References
Reference Source
libmicrohttpd.git - GNU libmicrohttpd MISC
[libmicrohttpd] GNU libmicrohttpd 0.9.76 released MISC
CVEs/GNU Libmicrohttpd at main - 0xhebi/CVEs - GitHub MISC
[SECURITY] [DLA 3374-1] libmicrohttpd security update MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
git.gnunet.org

lists.gnu.org

github.com

lists.debian.org

Www.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161095 Oracle Enterprise Linux Security Update for libmicrohttpd (ELSA-2023-6566)

161163 Oracle Enterprise Linux Security Update for libmicrohttpd (ELSA-2023-7090)

181645 Debian Security Update for libmicrohttpd (DLA 3374-1)



https://cve.report/
https://cve.report/CVE-2023-27371/mitre
https://cve.report/CVE-2023-27371/nist
https://cve.report/CVE-2023-27371/cve_org
https://cve.report/CVE-2023-27371.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/libmicrohttpd
https://git.gnunet.org/libmicrohttpd.git/commit/?id=6d6846e20bfdf4b3eb1b592c97520a532f724238
https://lists.gnu.org/archive/html/libmicrohttpd/2023-02/msg00000.html
https://github.com/0xhebi/CVEs/tree/main/GNU%20Libmicrohttpd
https://lists.debian.org/debian-lts-announce/2023/03/msg00029.html
https://www.cve.org/CVERecord?id=CVE-2023-27371
https://nvd.nist.gov/vuln/detail/CVE-2023-27371
http://cve.report/qid/161095
http://cve.report/qid/161163
http://cve.report/qid/181645

182586 Debian Security Update for libmicrohttpd (CVE-2023-27371)

242291 Red Hat Update for libmicrohttpd (RHSA-2023:6566)

242460 Red Hat Update for libmicrohttpd (RHSA-2023:7090)

242791 Red Hat Update for libmicrohttpd (RHSA-2024:0584)

243039 Red Hat Update for libmicrohttpd (RHSA-2024:1109)

296108 Oracle Solaris 11.4 Support Repository Update (SRU) 66.164.1 Missing (CPUJAN2024)

355598 Amazon Linux Security Advisory for libmicrohttpd : ALAS2-2023-2135

673382 EulerOS Security Update for libmicrohttpd (EulerOS-SA-2023-3133)

673816 EulerOS Security Update for libmicrohttpd (EulerOS-SA-2024-1146)

753867 SUSE Enterprise Linux Security Update for libmicrohttpd (SUSE-SU-2023:1686-1)

753932 SUSE Enterprise Linux Security Update for libmicrohttpd (SUSE-SU-2023:1944-1)

907270 Common Base Linux Mariner (CBL-Mariner) Security Update for libmicrohttpd (25347-1)

941364 AlmaLinux Security Update for libmicrohttpd (ALSA-2023:6566)

941435 AlmaLinux Security Update for libmicrohttpd (ALSA-2023:7090)
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