
CVE-2023-27387
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-27387

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-23 02:15:00 UTC

Updated 2023-05-30 17:01:00 UTC

Description Cross-site request forgery (CSRF) in T&D Corporation and ESPEC MIC CORP. data logger products allows a remote unauthenticated attacker to conduct an arbitrary operation by having a logged-in user view a malicious page. Affected products and versions are as follows: T&D Corporation data logger products (TR-71W/72W all firmware versions, RTR-5W all firmware versions, WDR-7 all firmware versions, WDR-3 all firmware versions, and WS-2 all firmware versions), and ESPEC MIC CORP. data logger products (RT-12N/RS-12N all firmware versions, RT-22BN all firmware versions, and TEU-12N all firmware versions).

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Especmic Rs-12n - All All All

Operating System Especmic Rs-12n Firmware All All All All

Hardware Especmic Rt-12n - All All All

Operating System Especmic Rt-12n Firmware All All All All

Hardware Especmic Rt-22bn - All All All

Operating System Especmic Rt-22bn Firmware All All All All

Hardware Especmic Teu-12n - All All All

Operating System Especmic Teu-12n Firmware All All All All

Hardware Tandd Rtr-5w - All All All

Operating System Tandd Rtr-5w Firmware All All All All

Hardware Tandd Tr-71w - All All All

Operating System Tandd Tr-71w Firmware All All All All

Hardware Tandd Tr-72w - All All All

Operating System Tandd Tr-72w Firmware All All All All

Hardware Tandd Wdr-3 - All All All

Operating System Tandd Wdr-3 Firmware All All All All

Hardware Tandd Wdr-7 - All All All
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Hardware Tandd Wdr-7 - All All All

Operating System Tandd Wdr-7 Firmware All All All All

Hardware Tandd Ws-2 - All All All

Operating System Tandd Ws-2 Firmware All All All All

References

Reference Source Link Tags

JVN#14778242: Multiple vulnerabilities in T&D and ESPEC MIC data logger products MISC jvn.jp

RT-12N/RS-12N、RT-22BN、TEU-12Nにおける脆弱性発見について MISC www.monitoring.especmic.co.jp

Vulnerabilities Found in the TR-7W, RTR-5W, WDR-3, and WS-2 | News | T&D Corporation MISC www.tandd.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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