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Summary

CVE CVE-2023-27396

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-19 05:15:00 UTC

Updated 2023-06-30 17:08:00 UTC

Description FINS (Factory Interface Network Service) is a message communication protocol, which is designed to be used in closed FA (Factory Automation) networks, and is used in FA networks composed of OMRON products. Multiple OMRON products that implement FINS protocol contain following security issues -- (1)Plaintext communication, and (2)No authentication required. When FINS messages are intercepted, the contents may be retrieved. When arbitrary FINS messages are injected, any commands may be executed on, or the system information may be retrieved from, the affected device. Affected products and versions are as follows: SYSMAC CS-series CPU Units, all versions, SYSMAC CJ-series CPU Units, all versions, SYSMAC CP-series CPU Units, all versions, SYSMAC NJ-series CPU Units, all versions, SYSMAC NX1P-series CPU Units, all versions, SYSMAC NX102-series CPU Units, all versions, and SYSMAC NX7 Database Connection CPU Units (Ver.1.16 or later)

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Omron Cj2h-cpu64 - All All All

Hardware Omron Cj2h-cpu64-eip - All All All

Operating System Omron Cj2h-cpu64-eip Firmware - All All All

Operating System Omron Cj2h-cpu64 Firmware - All All All

Hardware Omron Cj2h-cpu65 - All All All

Hardware Omron Cj2h-cpu65-eip - All All All

Operating System Omron Cj2h-cpu65-eip Firmware - All All All

Operating System Omron Cj2h-cpu65 Firmware - All All All

Hardware Omron Cj2h-cpu66 - All All All

Hardware Omron Cj2h-cpu66-eip - All All All

Operating System Omron Cj2h-cpu66-eip Firmware - All All All

Operating System Omron Cj2h-cpu66 Firmware - All All All

Hardware Omron Cj2h-cpu67 - All All All

Hardware Omron Cj2h-cpu67-eip - All All All

Operating System Omron Cj2h-cpu67-eip Firmware - All All All

Operating System Omron Cj2h-cpu67 Firmware - All All All

Hardware Omron Cj2h-cpu68 - All All All
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