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Published
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Description

/

CVE-2023-27396

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback
2023-06-19 05:15:00 UTC

2023-06-30 17:08:00 UTC

FINS (Factory Interface Network Service) is a message communication protocol, which is designed to be used in closed FA
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Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)
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Hardware

Vendor Product Version Update Edition Language
Omron Cj2h-cpub4 - All All All
Omron Cj2h-cpub4-eip - All All All
Omron Cj2h-cpub4-eip Firmware - All All All
Omron Cj2h-cpub4 Firmware - All All All
Omron Cj2h-cpub5 - All All All
Omron Cj2h-cpub5-eip - All All All
Omron Cj2h-cpub5-eip Firmware - All All All
Omron Cj2h-cpub5 Firmware - All All All
Omron Cj2h-cpu66 - All All All
Omron Cj2h-cpu66-eip - All All All
Omron Cj2h-cpub6-eip Firmware - All All All
Omron Cj2h-cpu66 Firmware - All All All
Omron Cj2h-cpu67 - All All All
Omron Cj2h-cpu67-eip - All All All
Omron Cj2h-cpub7-eip Firmware - All All All
Omron Cj2h-cpu67 Firmware - All All All
Omron Ci2h-cpu68 - All All All
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Cj2h-cpub8-eip Firmware

Cj2h-cpu68 Firmware
Cj2m-cpuii
Cj2m-cpu11 Firmware
Cj2m-cpui2
Cj2m-cpu12 Firmware
Cj2m-cpu13
Cj2m-cpu13 Firmware
Cj2m-cpul4
Cj2m-cpul14 Firmware
Cj2m-cpul5
Cj2m-cpu15 Firmware
Cj2m-cpu31
Cj2m-cpu31 Firmware
Cj2m-cpu32
Cj2m-cpu32 Firmware
Cj2m-cpu33
Cj2m-cpu33 Firmware
Cj2m-cpu34
Cj2m-cpu34 Firmware
Cj2m-cpu35
Cj2m-cpu35 Firmware
Cj2m-md211
Cj2m-md211 Firmware
Cj2m-md212
Cj2m-md212 Firmware
Cpie-e10dr-a
Cp1le-e10dr-a Firmware
Cpie-e10dr-d
Cp1le-e10dr-d Firmware
Cpile-el10dt-a
Cp1e-e10dt-a Firmware
Cpile-e10dt-d

Cp1e-e10dt-d Firmware
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Cple-el14dr-a Firmware
Cple-el4sdr-a
Cpie-el4sdr-a Firmware
Cple-e20dr-a
Cp1le-e20dr-a Firmware
Cple-e20sdr-a
Cp1le-e20sdr-a Firmware
Cp1e-e30dr-a
Cp1e-e30dr-a Firmware
Cp1e-e30sdr-a
Cp1e-e30sdr-a Firmware
Cple-e40dr-a
Cp1e-e40dr-a Firmware
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http://cve.report/software/omron/nj501-r400_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-r420
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-r420_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-r500
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-r500_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-r520
http://cve.report/vendor/omron
http://cve.report/software/omron/nj501-r520_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1000
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1000_firmware

Hardware Omron Nx102-1020 - All All All
Operating System Omron Nx102-1020 Firmware - All All All
Hardware Omron Nx102-1100 - All All All
Operating System Omron Nx102-1100 Firmware - All All All
Hardware Omron Nx102-1120 - All All All
Operating System Omron Nx102-1120 Firmware - All All All
Hardware Omron Nx102-1200 - All All All
Operating System Omron Nx102-1200 Firmware - All All All
Hardware Omron Nx102-1220 - All All All
Operating System Omron Nx102-1220 Firmware - All All All
Hardware Omron Nx102-9000 - All All All
Operating System Omron Nx102-9000 Firmware - All All All
Hardware Omron Nx102-9020 - All All All
Operating System Omron Nx102-9020 Firmware - All All All
Hardware Omron Nx1p2-1040dt - All All All
Hardware Omron Nx1p2-1040dt1 - All All All
Operating System Omron Nx1p2-1040dt1 Firmware - All All All
Operating System Omron Nx1p2-1040dt Firmware - All All All
Hardware Omron Nx1p2-1140dt - All All All
Hardware Omron Nx1p2-1140dt1 - All All All
Operating System Omron Nx1p2-1140dt1 Firmware - All All All
Operating System Omron Nx1p2-1140dt Firmware - All All All
Hardware Omron Nx1p2-9024dt - All All All
Hardware Omron Nx1p2-9024dt1 - All All All
Operating System Omron Nx1p2-9024dt1 Firmware - All All All
Operating System Omron Nx1p2-9024dt Firmware - All All All
Hardware Omron Nx701-1620 - All All All
Operating System Omron Nx701-1620 Firmware All All All All
Hardware Omron Nx701-1720 - All All All
Operating System Omron Nx701-1720 Firmware All All All All
Reference Source Link Tags
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JUNTA#91513661: FINS 7O FJJVICH T2 Fa U T+ LORIEICDNT MISC jvn.jp



http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1020
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1020_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1100
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1100_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1120
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1120_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1200
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1200_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1220
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-1220_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-9000
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-9000_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-9020
http://cve.report/vendor/omron
http://cve.report/software/omron/nx102-9020_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1040dt
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1040dt1
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1040dt1_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1040dt_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1140dt
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1140dt1
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1140dt1_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-1140dt_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-9024dt
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-9024dt1
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-9024dt1_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx1p2-9024dt_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1620
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1620_firmware
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1720
http://cve.report/vendor/omron
http://cve.report/software/omron/nx701-1720_firmware
https://www.us-cert.gov/ics/advisories/icsa-19-346-02
https://jvn.jp/ta/JVNTA91513661/

Omron PLC CJ Series | CISA MISC www.us-cert.gov

www.ia.omron.com/product/vulnerability/ OMSR-2023-003_en.pdf MISC www.ia.omron.com

Omron SYSMAC CS/CJ/CP Series and NJ/NX Series | CISA MISC Www.cisa.gov
www.fa.omron.co.jp/product/vulnerability/ OMSR-2023-003_ja.pdf MISC www.fa.omron.co.jp
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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