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Summary

CVE CVE-2023-2744

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-27 14:15:00 UTC

Updated 2023-11-07 04:13:00 UTC

Description The ERP WordPress plugin before 1.12.4 does not properly sanitise and escape the `type` parameter in the `erp/v1/accounting/v1/people` REST API endpoint before using it in a SQL statement, leading to a SQL injection exploitable by high privilege users such as admin.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wedevs Wp Erp All All All All

References

Reference Source Link Tags

WordPress WP ERP 1.12.2 SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

WP ERP < 1.12.4 - Admin+ SQL Injection WordPress Security Vulnerability MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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