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Summary

CVE CVE-2023-27472

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-06 19:15:00 UTC

Updated 2023-11-07 04:09:00 UTC

Description quickentity-editor-next is an open source, system local, video game asset editor. In affected versions HTML tags in entity names are not sanitised (XSS vulnerability). Allows arbitrary code execution within the browser sandbox, among other things, simply from loading a file containing a script tag in any entity name. This issue has been patched in version 1.28.1 of the application. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quickentity Editor Project Quickentity Editor All All All All

References

Reference Source Link

HTML tags in entity names in the tree view are not sanitised · Advisory · atampy25/quickentity-editor-next · GitHub MISC github.com

Sanitise tree view text · atampy25/quickentity-editor-next@5303b45 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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