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Certain versions of Directus from Rangerstudio contain the following
vulnerability:

Directus is a real-time API and App dashboard for managing SQL
database content. Instances relying on an allow-listed reset URL are
vulnerable to an HTML injection attack through the use of query
parameters in the reset URL. An attacker could exploit this to email
users urls to the servers domain but which may contain malicious code.

The problem has been resolved and released under version 9.23.0. People relying on a
custom password reset URL should upgrade to 9.23.0 or later, or remove the custom reset url
from the configured allow list. Users are advised to upgrade. Users unable to upgrade may
disable the custom reset URL allow list as a workaround.

CVSS3 Score: 5.4 - MEDIUM
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CVE References

Description Tags Link

Fix url encoding query parameters and added tests by tofran · Pull
Request #17120 · directus/directus · GitHub

github.com

text/html

 MISC github.com/directus/directus/pull/17120

HTML Injection in Password Reset email to custom Reset URL ·
Advisory · directus/directus · GitHub

github.com

text/html

 MISC
github.com/directus/directus/security/advisories/GHSA-
4hmq-ggrm-qfc6

CVE-2023-27474 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as MEDIUM

severity.

Affected Vendor/Software:  directus - directus version = < 9.23.0
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← Previous ID Next ID→

4hmq-ggrm-qfc6

Password reset improperlly handles url-encoded query parameters
in reset_url · Issue #17119 · directus/directus · GitHub

github.com

text/html

 MISC github.com/directus/directus/issues/17119

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Rangerstudio Directus All All All All

No vendor comments have been submitted for this CVE
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