CVE-2023-27476

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-27476
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-08 00:15:00 UTC
Updated 2023-06-25 21:15:00 UTC
Description OWSLib is a Python package for client programming with Open Geospatial Consortium (OGC) web service interface standz

/ ]

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Osgeo Owslib All All All

1|

Language

All

References

Reference Source
Debian -- Security Information -- DSA-5426-1 owslib MISC

use only Ixml for XML handling by tomkralidis - Pull Request #863 - geopython/OWSLib - GitHub ~ MISC

XML External Entity (XXE) Injection in OWSLib - Advisory - geopython/OWSLib - GitHub MISC
[SECURITY] [DLA 3470-1] owslib security update MISC
GitHub Security Lab | Securing the world’s software, together MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link Tag:
www.debian.org

github.com

github.com

lists.debian.org
securitylab.github.com
www.cve.org canc

nvd.nist.gov canc

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181868 Debian Security Update for owslib (DSA 5426-1)

183267 Debian Security Update for owslib (CVE-2023-27476)
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https://www.debian.org/security/2023/dsa-5426
https://github.com/geopython/OWSLib/pull/863/commits/b92687702be9576c0681bb11cad21eb631b9122f
https://github.com/geopython/OWSLib/security/advisories/GHSA-8h9c-r582-mggc
https://lists.debian.org/debian-lts-announce/2023/06/msg00032.html
https://securitylab.github.com/advisories/GHSL-2022-131_owslib/
https://www.cve.org/CVERecord?id=CVE-2023-27476
https://nvd.nist.gov/vuln/detail/CVE-2023-27476
http://cve.report/qid/181868
http://cve.report/qid/183267

283798 Fedora Security Update for mingw (FEDORA-2023-ae06b3704c)
283799 Fedora Security Update for mingw (FEDORA-2023-8312a80917)
284250 Fedora Security Update for mingw (FEDORA-2023-9a878398a6)
6000155 Debian Security Update for owslib (DLA 3470-1)

691119 Free Berkeley Software Distribution (FreeBSD) Security Update for py39 (e5d117b3-2153-4129-81ed-42b0221afa78)
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