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Summary

CVE CVE-2023-27476

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-08 00:15:00 UTC

Updated 2023-06-25 21:15:00 UTC

Description OWSLib is a Python package for client programming with Open Geospatial Consortium (OGC) web service interface standards, and their related content models. OWSLib's XML parser (which supports both `lxml` and `xml.etree`) does not disable entity resolution, and could lead to arbitrary file reads from an attacker-controlled XML payload. This affects all XML parsing in the codebase. This issue has been addressed in version 0.28.1. All users are advised to upgrade. The only known workaround is to patch the library manually. See `GHSA-8h9c-r582-mggc` for details.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Osgeo Owslib All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-5426-1 owslib MISC www.debian.org

use only lxml for XML handling by tomkralidis · Pull Request #863 · geopython/OWSLib · GitHub MISC github.com

XML External Entity (XXE) Injection in OWSLib · Advisory · geopython/OWSLib · GitHub MISC github.com

[SECURITY] [DLA 3470-1] owslib security update MISC lists.debian.org

GitHub Security Lab | Securing the world’s software, together MISC securitylab.github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181868 Debian Security Update for owslib (DSA 5426-1)

183267 Debian Security Update for owslib (CVE-2023-27476)
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183267 Debian Security Update for owslib (CVE-2023-27476)

283798 Fedora Security Update for mingw (FEDORA-2023-ae06b3704c)

283799 Fedora Security Update for mingw (FEDORA-2023-8312a80917)

284250 Fedora Security Update for mingw (FEDORA-2023-9a878398a6)

6000155 Debian Security Update for owslib (DLA 3470-1)

691119 Free Berkeley Software Distribution (FreeBSD) Security Update for py39 (e5d117b3-2153-4129-81ed-42b0221afa78)
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