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CVE CVE-2023-27490
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-03-09 21:15:00 UTC
Updated 2023-04-20 09:15:00 UTC
Description NextAuth.js is an open source authentication solution for Next.js applications. "next-auth™ applications using OAuth providet
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Problem Types: CWE-352 | CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextauth.js Next-auth All All All All

References

Reference Source
RFC 6749: The OAuth 2.0 Authorization Framework MISC
Initialization | NextAuth.js MISC
PKCE vs. Nonce: Equivalent or Not? - danielfett.de MISC
CVE-2023-27490 Node.js Vulnerability in NetApp Products | NetApp Product Security MISC

Missing proper state, nonce and PKCE checks for OAuth authentication - Advisory - nextauthjs/next-auth - GitHub ~ MISC

providers | Auth.js MISC
OAuth | NextAuth.js MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
www.rfc-edit
next-auth.js.
danielfett.de
security.nete
github.com
authjs.dev
next-auth.js.
WWW.CVE.Or¢
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https://cve.report/
https://cve.report/CVE-2023-27490/mitre
https://cve.report/CVE-2023-27490/nist
https://cve.report/CVE-2023-27490/cve_org
https://cve.report/api/cve/CVE-2023-27490.json
https://cve.report/CVE-2023-27490.pdf
http://cve.report/vendor/nextauth.js
http://cve.report/software/nextauth.js/next-auth
https://www.rfc-editor.org/rfc/rfc6749#section-10.12
https://next-auth.js.org/configuration/initialization#advanced-initialization
https://danielfett.de/2020/05/16/pkce-vs-nonce-equivalent-or-not/
https://security.netapp.com/advisory/ntap-20230420-0006/
https://github.com/nextauthjs/next-auth/security/advisories/GHSA-7r7x-4c4q-c4qf
https://authjs.dev/reference/core/providers#checks
https://next-auth.js.org/configuration/providers/oauth
https://www.cve.org/CVERecord?id=CVE-2023-27490
https://nvd.nist.gov/vuln/detail/CVE-2023-27490
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