
CVE-2023-27601
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-27601

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-15 22:15:00 UTC

Updated 2023-11-07 04:10:00 UTC

Description OpenSIPS is a Session Initiation Protocol (SIP) server implementation. Prior to versions 3.1.7 and 3.2.4, OpenSIPS crashes when a malformed SDP body is received and is processed by the `delete_sdp_line` function in the sipmsgops module. This issue can be reproduced by calling the function with an SDP body that does not terminate by a line feed (i.e. `\n`). The vulnerability was found while performing black-box fuzzing against an OpenSIPS server running a configuration that made use of the functions `codec_delete_except_re` and `codec_delete_re`. The same issue was also discovered while performing coverage guided fuzzing on the function `codec_delete_except_re`. The crash happens because the function `delete_sdp_line` expects that an SDP line is terminated by a line feed (`\n`): By abusing this vulnerability, an attacker is able to crash the server. It affects configurations containing functions that rely on the affected code, such as the function `codec_delete_except_re`. Due to the sanity check that is performed in the `del_lump` function, exploitation of this issue will generate an `abort` in the lumps processing function, resulting in a Denial of Service. This issue has been fixed in versions 3.1.7 and 3.2.4.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opensips Opensips All All All All

References

Reference Source Link Tags

[sipmsgops] fix codec_delete_XX() parsing · OpenSIPS/opensips@8f87c7c · GitHub MISC github.com

opensips.org/docs/modules/3.3.x/sipmsgops.html MISC opensips.org

Vulnerability in the codec_delete_XX() functions · Advisory · OpenSIPS/opensips · GitHub MISC github.com

opensips.org/pub/audit-2022/opensips-audit-technical-report-full.pdf MISC opensips.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

https://cve.report/
https://cve.report/CVE-2023-27601/mitre
https://cve.report/CVE-2023-27601/nist
https://cve.report/CVE-2023-27601/cve_org
https://cve.report/api/cve/CVE-2023-27601.json
https://cve.report/CVE-2023-27601.pdf
http://cve.report/vendor/opensips
http://cve.report/software/opensips/opensips
https://github.com/OpenSIPS/opensips/commit/8f87c7c03da55f9c79bd92e67fa2c94b2a7ce5cf
https://opensips.org/docs/modules/3.3.x/sipmsgops.html
https://github.com/OpenSIPS/opensips/security/advisories/GHSA-xj5x-g52f-548h
https://opensips.org/pub/audit-2022/opensips-audit-technical-report-full.pdf
https://www.cve.org/CVERecord?id=CVE-2023-27601
https://nvd.nist.gov/vuln/detail/CVE-2023-27601
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2023-27601
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


