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CVE CVE-2023-27859
State RESERVED
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-22 20:15:00 UTC
Updated 2024-01-25 02:03:00 UTC
Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Hp Hp-ux - All All All
Operating System Ibm Aix - All All All
Application Ibm Db2 All All All All
Application Ibm Db2 All All All All
Application Ibm Db2 All All All All
Operating System Ibm Linux On Ibm Z - All All All
Operating System Linux Linux Kernel - All All All
Operating System Microsoft Windows - All All All
Operating System Oracle Solaris - All All All
References
Reference

Security Bulletin: IBM® Db2® is vulnerable to remote code execution caused by installing like-named jar files across multiple databases. (CVE
IBM X-Force Exchange
CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2023-27859/mitre
https://cve.report/CVE-2023-27859/nist
https://cve.report/CVE-2023-27859/cve_org
https://cve.report/api/cve/CVE-2023-27859.json
https://cve.report/CVE-2023-27859.pdf
http://cve.report/vendor/hp
http://cve.report/software/hp/hp-ux
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/linux_on_ibm_z
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
https://www.ibm.com/support/pages/node/7105503
https://exchange.xforce.ibmcloud.com/vulnerabilities/249205
https://www.cve.org/CVERecord?id=CVE-2023-27859
https://nvd.nist.gov/vuln/detail/CVE-2023-27859

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20407 1BM DB2 Remote Code Execution (RCE) Vulnerability (7105503)
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