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Summary

CVE CVE-2023-27898

State PUBLIC

Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-10 21:15:00 UTC

Updated 2023-05-24 17:43:00 UTC

Description Jenkins 2.270 through 2.393 (both inclusive), LTS 2.277.1 through 2.375.3 (both inclusive) does not escape the Jenkins version a plugin depends on when rendering the error message stating its incompatibility with the current version of Jenkins, resulting in a stored cross-site scripting (XSS) vulnerability exploitable by attackers able to provide plugins to the configured update sites and have this message shown by Jenkins instances.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

References

Reference Source Link Tags

Jenkins Security Advisory 2023-03-08 MISC www.jenkins.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

241340 Red Hat OpenShift Container Platform 4.10 Security Update (RHSA-2023:1655)

691093 Free Berkeley Software Distribution (FreeBSD) Security Update for jenkins (f68bb358-be8e-11ed-9215-00e081b7aa2d)

730750 Jenkins Cross-Site Scripting (XSS) Vulnerability (Jenkins Security Advisory 2023-03-08)

730752 Jenkins Cross-Site Scripting (XSS) Vulnerability

730753 Jenkins Cross-Site Scripting (XSS) Vulnerability
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