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CVE-2023-28039

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cssanvuacuernumsucan  Gertain versions of Alienware Area 51m R1 from Dell contain the
following vulnerability:

Dell BIOS contains an improper input validation vulnerability. A local
authenticated malicious user with administrator privileges may
potentially exploit this vulnerability in order to modify a UEFI variable.

CVE-2023-28039 has been assigned by () secure@dell.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: ¢« Dell - CPG BIOS version = All Versions

CVSS3 Score: 6.7 - MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low HiGH [ NON |

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ HIGH | [ HIGH | [ HIGH |

CVE References

Description Tags Link
Access MISC www.dell.com/support/kbdoc/en-us/000212204/dsa-2023-099-dell-client-bios-security-
Denied update-for-multiple-improper-input-validation-vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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e_ekukukok Lk uk ok,
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AnntD cheAallalinniiara araa R1m pDe oxokokakokokak,

dkLk kKKK KLk,
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LKk k kL kKKK,

cpe:2.3:0:dell:alienware_area_51m_r2_firmware:*:*:*:*:*:**:*:

e_ekakukakakuk ok,

cpe:2.3:h:dell:alienware_aurora_r11:-

KKk kKK kLK,

cpe:2.3:0:dell:alienware_aurora_r11_firmware:™:*:*:**:*:*:*:

e_ekakuk ok akuk k.

cpe:2.3:h:dell:alienware_aurora_r12:-:*:***:**::

KKk ok Kk kK,

cpe:2.3:0:dell:alienware_aurora_r12_firmware:™:*:*:**:*:*:*:

e_ekakak kR koK.

cpe:2.3:h:dell:alienware_aurora_r13:-:*:** "%

KKk kKK kK,

cpe:2.3:0:dell:alienware_aurora_r13_firmware:™:*:*:**:*:*:*:

e_ekakuk ok akak k.

cpe:2.3:h:dell:alienware_aurora_r15:-:*:** "%

Kk koK kKoK Lk,

cpe:2.3:0:dell:alienware_aurora_r15_firmware:*:*:*:**:*:*:*:

kKoK kKKK,

cpe:2.3:h:dell:alienware_m15_r2:-:*: " "

akLk kK kKKK,

cpe:2.3:0:dell:alienware_m16_firmware:*:*:*:*:*:*:*:*:

a_ekak kLK LK LKLk,

cpe:2.3:h:dell:alienware_m17_r2:-:*** ="

dkkakakokakakk,

cpe:2.3:0:dell:alienware_m17_r2_firmware:*:*:*:*:*:*:*:*:

a_ekak kLKL KKK,

cpe:2.3:h:dell:alienware_m17_r3:-:"** ="

a_ekak kLK Lk LKLk,

cpe:2.3:h:dell:alienware_m17_rd:-:*** "

dkkakak ok akakk,

cpe:2.3:0:dell:alienware_m17_r4_firmware:*:*:*:*:**:*:*:

e_akakuk kKKK,

cpe:2.3:h:dell:alienware_x14:-:*:****:*:*:



Ak kKK kK Kk,

cpe:2.3:0:dell:alienware_x14_firmware:*:*:*:*:**:*:*:

ek ok ko ok Kk,

cpe:2.3:h:dell:alienware_x15_r1:-*

ek ok ok ok ok ok k.

cpe:2.3:h:dell:alienware_x15_r2:-:** " :*:

dk KLk kL kLR kK,

cpe:2.3:0:dell:alienware_x15_r2_firmware:*:*:**:*:**:*:

ek ok ok ok ok ok ok,

cpe:2.3:h:dell:alienware_x17_r1:-:* ™

R T R

cpe:2.3:0:dell:alienware_x17_r1_firmware::*:**:*:**:*:

dk kK ok kR kK,

cpe:2.3:0:dell:alienware_x17_r2_firmware:*:*:**:*:**:*:

e_akak kKK kK,

cpe:2.3:h:dell:chengming_3900:-:*:*:**:*:*:*:

Kk kKKK Kk,

cpe:2.3:0:dell:chengming_3900_firmware:*:*:*:*:**:*:*:

e_ekakuk oKk kK.

cpe:2.3:h:dell:chengming_3901 :-*: " "™



Sk Lk k kR R akk.

cpe:2.3:0:dell:g15_5510_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:h:dell:g15_5511 -

dkuk Lk ak kR akak.

cpe:2.3:0:dell:g15_5511_firmware:*:**:*:*:*:*:*:



dkak kR kLR Kk,

cpe:2.3:0:dell:inspiron_16_7630_2-in-1_firmware:*:*:*:*:*:*:*:*:



Kk ak kKK KLk,

cpe:2.3:0:dell:inspiron_24_5410_all-in-one_firmware:*:*:*:*:*:*:*:*:

e_akakuk oKk uk k.

cpe:2.3:h:dell:inspiron_24_5420_all-in-one:-:*:*:*:***:*:

Kk kKK kKK,

cpe:2.3:0:dell:inspiron_24_5420_all-in-one_firmware:*:*:*:*:*:*:*:*:

e_akakuk oKk kK.

cpe:2.3:h:dell:inspiron_24_5421_all-in-one:-***:**:*:*:

Kk kKK kKK,

cpe:2.3:0:dell:inspiron_24_5421_all-in-one_firmware:*:*:*:*:*:*:*:*:

e_akakuk ok akak ok,

cpe:2.3:h:dell:inspiron_27_7720_all-in-one:-:***:***:*:

ek kR ok akak ok,

cpe:2.3:h:dell:inspiron_3020s:-:*:*:***:*:*:

Kk koK kR oKk,

cpe:2.3:0:dell:inspiron_3020s_firmware:*:*:*:*:**:*:*:

dkkakakokakakk.

cpe:2.3:0:dell:inspiron_3480_firmware:*:*:*:*:*:*:*:*:

a_akakLk kLK LK LK,

cpe:2.3:h:dell:inspiron_3481:-:*:*****:*:

dkukakakakakakk.

cpe:2.3:0:dell:inspiron_3481_firmware:*:*:*:*:*:*:*:*:



Sk Lk k kR Rk k.

cpe:2.3:0:dell:inspiron_3493_firmware:*:*:*:*:**:*:*:

dkakakak ok akakak,

cpe:2.3:0:dell:inspiron_3520_firmware:*:*:*:*:*:*:*:*:

e_akuk kKoK oKk,

cpe:2.3:h:dell:inspiron_3521 - " "™



Sk Lk k kR Rk k.

cpe:2.3:0:dell:inspiron_3670_firmware:*:*:*:*:**:*:*:

a_akuk kKK oKLk,

cpe:2.3:h:dell:inspiron_3671:-:*****:*:*:

Skk Lk ak ok akakak.

cpe:2.3:0:dell:inspiron_3671_firmware:*:*:*:*:*:*:*:*:

Sk Lk k kR Rk k.

cpe:2.3:0:dell:inspiron_3780_firmware:*:*:*:*:*:*:*:*:

e_akuk ok kKKK,

cpe:2.3:h:delliinspiron_3781:-:*:* " *:*:

Skakakakakakakak.

cpe:2.3:0:dell:inspiron_3781_firmware:*:*:*:*:*:*:*:*:

rne? R:adelllineanirnn RR2N firmwara:*-*kexakokokox.



UM U U U IV U U Y AI T s s s  s  a s

Kk ok ok kK Kk,

cpe:2.3:0:dell:inspiron_5400_2-in-1_firmware:*:*:*:*:*:*:*:*:

Lkkakak kR akak.

cpe:2.3:0:dell:inspiron_5400_firmware:*:*:*:*:*:*:*:*:

a_akuk kKoK oKLk,

cpe:2.3:h:delliinspiron_5401:-:** """

kKooK kKK,

cpe:2.3:h:dell:inspiron_5401_aio:-:*:*:***:*:*:

a_ekak kK kKK,

cpe:2.3:h:dell:inspiron_5490_aio:-:*:*:":*:*

dkak Lk k ok LRk k.

cpe:2.3:0:dell:inspiron_5490_aio_firmware:*:*:*:*:*:*:*:*:

dkkakakakakakk,

cpe:2.3:0:dell:inspiron_5490_firmware:*:*:*:*:**:*:*:



Ak kK kK kKK,

cpe:2.3:0:dell:inspiron_5491_2-in-1_firmware:*:*:*:*:**:*:*:

a_ekuk kKoK kLK,

cpe:2.3:h:dell:inspiron_5491_aio:-** 7 *:*:

dkak kR kR Rk,

cpe:2.3:0:dell:inspiron_5491_aio_firmware: :*:*:*:**:*:*:

e_ekak ok kKKK,

cpe:2.3:h:delliinspiron_5501:-:*:*:* " :*:*:

dkakakak ok akakak,

cpe:2.3:0:dell:inspiron_5501_firmware:*:*:*:*:*:*:*:*:






cpe:2.3:h:dell:inspiron_7506_2-in-1:-:** " ™

Ak koK ok ok kKK,

cpe:2.3:0:dell:inspiron_7506_2-in-1_firmware:*:*:*:*:*:*:*:*:

Lkakakak ok akak k.

cpe:2.3:0:dell:inspiron_7590_firmware:*:*:*:*:*:*:*:*:

ek koK ok ok oKk,

cpe:2.3:h:delliinspiron_7591:-:* " "

Sk Rk kR kR k.

cpe:2.3:0:dell:inspiron_7591_firmware:*:*:*:*:*:*:*:*:

e_ekak kLK LK LKLk,

cpe:2.3:h:dell:latitude_12_rugged_extreme_7214:-:** """

Skukakakkakakak.

cpe:2.3:0:dell:latitude_12_rugged_extreme_7214_firmware:*:*:**:*:*:*:*:



dk KLk ok kKKK,

cpe:2.3:0:dell:latitude_3120_firmware:*:*:*:*:*:*:*:*:

dkakLk kKR KLk,

cpe:2.3:0:dell:latitude_3410_firmware:*:*:*:*:*:*:*:*:



dkak kKoK kKK,

cpe:2.3:0:dell:latitude_5289_firmware:*:*:*:*:*:*:*:*:



LRk kR kLR Rk,

cpe:2.3:0:dell:latitude_5290_2-in-1_firmware:*:*:*:***:*:*:

R R

cpe:2.3:0:dell:latitude_5290_firmware:*:*:**:*:**:*:

LRk kR kR kR,

cpe:2.3:0:dell:latitude_5300_2-in-1_firmware:*:*:*:***:*:*:

dk kKR kR ak Lk,

cpe:2.3:0:dell:latitude_5300_firmware:*:*:**:*:**:*:



ARk Lk kKR KLk,

cpe:2.3:0:dell:latitude_5530_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:h:dell:latitude_5531:-:** " "™



Ak kLR ok KLk KLk,

cpe:2.3:0:dell:latitude_5531_firmware:*:*:*:*:*:*:*:*:

dkak kR ok Rk k.

cpe:2.3:0:dell:latitude_7200_2-in-1_firmware:*:*:*:***:*:*:

cpe:2.3:h:dell:latitude_7210_2-in-1:-*

dkakak ok ok kR k.

cpe:2.3:0:dell:latitude_7210_2-in-1_firmware:*:*:*:**:*:*:*:

ROV s YR DRy | DY DAL RN DR 7o Vo Vo WY SNSRI



ARk kKKK kLK,

cpe:2.3:0:dell:latitude_9330_firmware:*:*:*:*:*:*:*:*:



cpe:2.3:h:dell:optiplex_3050_all-in-one:-:*:*:*:*:*:*::

cpe:2.3:0:dell:optiplex_3050_all-in-one_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:0:dell:optiplex_3050_firmware: :*:*:*:*:*:*:*:



ARk ak kKR Kk,

cpe:2.3:0:dell:optiplex_3090_ultra_firmware:*:*:*:*:*:*:*:*:

ek ok ok ok ok ok Lk,

cpe:2.3:h:dell:optiplex_3280_all-in-one:-:*:*:*:*:*:*:*:

LRk kR kR kK,

cpe:2.3:0:dell:optiplex_3280_all-in-one_firmware:*:*:**:*:**:*:

e ek kKK kKK,

cpe:2.3:h:dell:optiplex_5260_all-in-one:-:*:*:*:**:*:*:

LRk kK kKKK,

cpe:2.3:0:dell:optiplex_5260_all-in-one_firmware:*:*:*:*:*:*:*:*:

e ek koK kKK,

cpe:2.3:h:dell:optiplex_5270_all-in-one:-:*:*:*:*:*:*:*:

dkak kKoK kKK,

cpe:2.3:0:dell:optiplex_5270_all-in-one_firmware:*:*:*:*:*:*:*:*:



dkak Lk ak kR kR,

cpe:2.3:0:dell:optiplex_5400_firmware:*:*:*:**:*:*:*:

L

cpe:2.3:0:dell:optiplex_5480_all-in-one_firmware:*:*:**:*:**:*:

ek ok ok ok ok ok k.

cpe:2.3:h:dell:optiplex_5490_all-in-one:-:*:**:***:*:

dkakak kKK kK,

cpe:2.3:0:dell:optiplex_5490_all-in-one_firmware:*:*:**:*:**:*:

e_akakukakakak ok,

cpe:2.3:h:dell:optiplex_7000_oem:-:*:*:*:*:*:*:*:

Kk kKoK kKK,

cpe:2.3:0:dell:optiplex_7000_oem_firmware:*:*:*:*:*:*:*:*:

dkkakakokakakk,

cpe:2.3:0:dell:optiplex_7090_firmware:™:*:*:*:*:*:*:*:

e_ekakakokukak ok,

cpe:2.3:h:dell:optiplex_7090_ultra:-:*:*:*:***:*:

akLk kKL kKKK,

cpe:2.3:0:dell:optiplex_7090_ultra_firmware:*:*:*:*:*:*:*:*;

e ek koK kKK,

cpe:2.3:h:dell:optiplex_7410_all-in-one:-:*:*:*:**:*:*:



dk kLR kKR KLk,

cpe:2.3:0:dell:optiplex_7410_all-in-one_firmware:*:*:*:*:*:*:*:*:

ek ok ok ok ok ok k.

cpe:2.3:h:dell:optiplex_7460_all-in-one:-:*:*:*:*:*:*:*:

dkakak kKK kK,

cpe:2.3:0:dell:optiplex_7460_all-in-one_firmware:*:*:**:*:**:*:

ek ok ok ok ok ok Lk,

cpe:2.3:h:dell:optiplex_7470_all-in-one:-:*:*:*:**:*:*:

R R

cpe:2.3:0:dell:optiplex_7470_all-in-one_firmware:*:*:**:*:**:*:

Rk kR kR kK,

cpe:2.3:0:dell:optiplex_7480_all-in-one_firmware:*:*:**:*:**:*:

ek k ok ok koK Lk,

cpe:2.3:h:dell:optiplex_7490_all-in-one:-:*:*:*:**:*:*:

kKK koK kR k.

cpe:2.3:0:dell:optiplex_7490_all-in-one_firmware:*:*:**:*:**:*:

Rk ok ok koK Lk,

cpe:2.3:h:dell:optiplex_7760_all-in-one:-:*:*:*:*:*:*:*:

e_ekukukokkukok.

cpe:2.3:h:dell:precision_3420_tower:-:*:*:*:*:*:*:*:

ARk koKL kKKK,

cpe:2.3:0:dell:precision_3420_tower_firmware:*:*:*:*:*:*:*:*:

ARk kKK kKK,

cpe:2.3:0:dell:precision 3430 tower firmware:*:*:*:*:*:*:*:*:



e_ekakak ok akak k.

cpe:2.3:h:dell:precision_3431_tower:-:*:*:*:*:*:*:*:

kKK kKK kLK,

cpe:2.3:0:dell:precision_3431_tower_firmware:*:*:*:*:**:*:*:

Kk kKoK kKK,

cpe:2.3:0:dell:precision_3440_firmware:*:*:*:*:**:*:*:

ek akak kR kR,

cpe:2.3:h:dell:precision_3450:-:*:**:***:*:

KKk ok KKKk,

cpe:2.3:0:dell:precision_3450_firmware:*:**:*:**:*:*:

e_akukuk oKk kK,

cpe:2.3:h:dell:precision_3460_small_form_factor:-:*:*:**:*:*:*:

e ekakak ok akak ok,

cpe:2.3:h:dell:precision_3520:-:*:*:*:**:*:*:

LRk koK kKKK,

cpe:2.3:0:dell:precision_3520_firmware:*:*:*:*:**:*:*:

ek kR ok akak k.

cpe:2.3:h:dell:precision_3530:-:*:":*:*:*:*:™:

kKK ok kKKK,

cpe:2.3:0:dell:precision_3530_firmware:*:*:*:*:**:*:*:

e_ekukukokkukok.

cpe:2.3:h:dell:precision_3560:-:*:":*:*:*:*:*:

dkk kK kKKK,

cpe:2.3:0:dell:precision_3560_firmware:*:*:*:*:*:*:*:*:

LRk LKk kKKK,

cpe:2.3:0:dell:precision_3561_firmware:*:*:*:*:*:*:*:*:

e_ekukukokkukok.

cpe:2.3:h:dell:precision_3570:-:*:":***

dkLk kKK kKK,

cpe:2.3:0:dell:precision_3570_firmware:*:*:*:*:*:*:*:*:

e_ekakukokkukok.

cpe:2.3:h:dell:precision_3571:-:*:"* ™



e_ekakuk ok akuk k.

cpe:2.3:h:dell:precision_3620_tower:-:*:*:*:*:*:*:*:

e ekakak kR Rk,

cpe:2.3:h:dell:precision_3640_tower:-:*:*:*:**:*:*:

kKK ok kKKK,

cpe:2.3:0:dell:precision_3640_tower_firmware:*:*:*:*:**:*:*:

LRk kR kKKK,

cpe:2.3:0:dell:precision_3660_firmware:*:*:*:*:**:*:*:

a_akak ok kKKK,

cpe:2.3:h:dell:precision_3930_rack:-:*:":"*:*:*:*:

dkakakakakakakak.

cpe:2.3:0:dell:precision_3930_rack_firmware:*:*:*:*:*:*:*:*:

ARk kK kKKK,

cpe:2.3:0:dell:precision_5540_firmware:*:*:*:*:*:*:*:*:

e_ekukukokkukok.

cpe:2.3:h:dell:precision_5550:-:%:":*:***::

e_ekakukokkukok.

cpe:2.3:h:dell:precision_5560:-:*:":*:*:*:*:*:

dkLk kKK kKK,

cpe:2.3:0:dell:precision_5560_firmware:*:*:*:*:*:*:*:*:

e_ekakak ok kukok.

cpe:2.3:h:dell:precision_5570:-:%:":** ™

dkLk kKKK kLK,

cpe:2.3:0:dell:precision_5570_firmware:*:*:*:*:*:*:*:*:;

AnntD heAAllinranicinn B79N AaiAs cFokokokakokok,



ARk kK kKKK,

cpe:2.3:0:dell:precision_5750_firmware:*:*:*:*:**:*:*:

cpe:2.3:h:dell:precision_5760

e ekakak kR kR,

Rk koK kKKK,

cpe:2.3:0:dell:precision_5760_firmware:*:*:*:*:**:*:*:

cpe:2.3:h:dell:precision_5770

cpe:2.3:h:dell:precision_7510

e_ekakuk kR kR,

e_ekakak ok akakok.

LRk koK kKKK,

cpe:2.3:0:dell:precision_7510_firmware:*:*:*:*:**:*:*:

cpe:2.3:h:dell:precision_7710

e_ekakukokkakok.

dkLk kK kKKK,

cpe:2.3:0:dell:precision_7710_firmware:*:*:*:**:*:*:*:

akLk kK kKKK,

cpe:2.3:0:dell:precision_7720_firmware:*:*:*:*:*:**:*:

cpe:2.3:h:dell:precision_7730

e_ekakukokkukok.

ARk kKK kKK,

cpe:2.3:0:dell:precision_7730_firmware:*:*:*:*:*:**:*:

cpe:2.3:h:dell:precision_7740

e_ekakukokakukok.



kKK oKk kKK,

cpe:2.3:0:dell:precision_7740_firmware:*:*:*:*:*:**:*:

e_ekakuk kR kR,

cpe:2.3:h:dell:precision_7760:-:*:*****:*:

e_ekakak kR kR,

cpe:2.3:h:dell:precision_7770:-* " "

KKk ok kKKK,

cpe:2.3:0:dell:precision_7770_firmware:*:**:*:**:*:*:

e_ekakuk kR ak k.

cpe:2.3:h:dell:precision_7820_tower:-:*:*:*:*:*:*:*:

Kk kKoK kKK,

cpe:2.3:0:dell:precision_7820_tower_firmware:*:*:*:*:**:*:*:

Rk kKoK kKK,

cpe:2.3:0:dell:precision_7865_tower_firmware:*:*:*:*:**:*:*:

e ekakak kR Rk,

cpe:2.3:h:dell:precision_7920_tower:-:*:*:*:**:*:*:

LRk koK kKKK,

cpe:2.3:0:dell:precision_7920_tower_firmware:*:*:*:*:**:*:*:



Ak kKK kLK LKk,

cpe:2.3:0:dell:vostro_3420_firmware:*:*:*:*:*:*:*:*:

Kk ok ok koK Kk,

cpe:2.3:0:dell:vostro_3480_firmware::*:*:*:*:*:*:*:

cpe:2.3:h:dell:vostro_3481 """



Ak kKK kLK LKLk,

cpe:2.3:0:dell:vostro_5090_firmware:*:*:*:*:*:*:*:*:



cpe:2.3:h:dell:vostro_5401 """

Kk ok ok koK Kk,

cpe:2.3:0:dell:vostro_5401_firmware:*:*:*:*:*:*:*:*:



Ak kKK ok kKK,

cpe:2.3:0:dell:vostro_5591_firmware:*:*:*:*:*:*:*:*:

dkakak ok ok kR k,

cpe:2.3:0:dell:xps_13_7390_2-in-1_firmware:*:*:*:*:*:*:*:*:

dk kKK kKKK,

cpe:2.3:0:dell:xps_13_7390_firmware:*:*:*:**:*:*:*:



ARk kKoK kKK,

cpe:2.3:0:dell:xps_13_9300_firmware:*:*:*:*:*:*:*:*:

cpe:2.3:h:dell:xps_13_9310_2-in-1:-*:

cpe:2.3:0:dell:xps_13_9310_2-in-1_firmware:*:*:*:***:*:*:

R

cpe:2.3:0:dell:xps_13_9310_firmware:*:*:**:*:**:*:

rne? R:adell'yna 17 Q70N firmwwara-*-xe*kkokkok,



B L L T S N L L O

dkakakakakakakak.

cpe:2.3:0:dell:xps_8960_firmware:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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