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State
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Published
Updated

Description

/

CVE-2023-28083

PUBLIC

security-alert@hpe.com

CVE Program / NVD first with legacy fallback
2023-03-22 06:15:00 UTC

2023-03-24 20:20:00 UTC

A remote Cross-site Scripting vulnerability was discovered in HPE Integrated Lights-Out 6 (iLO 6), Integrated Lights-Out 5 (

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Hp Integrated Lights-out 4

Hp Integrated Lights-out 5

Hp Integrated Lights-out 6

Hpe Apollo 4200 Gen10 Plus System
Hpe Apollo 4200 Gen10 Server
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Hpe Apollo 4510 Gen10 System
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Hpe Apollo N2800 Gen10 Plus
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Edgeline E920 Server Blade
Proliant BI420c Gen8 Server
Proliant BI460c Gen10 Server Blade
Proliant BI460c Gen8 Server Blade
Proliant BI460c Gen9 Server Blade
Proliant BI465¢c Gen8 Server Blade
Proliant BI660c Gen8 Server Blade
Proliant BI660c Gen9 Server
Proliant DI120 Gen10 Server
Proliant DI120 Gen9 Server
Proliant DI160 Gen10 Server
Proliant DI160 Gen8 Server
Proliant DI160 Gen9 Server
Proliant DI180 Gen10 Server
Proliant DI180 Gen9 Server
Proliant DI20 Gen10 Plus Server
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Proliant DI320e Gen8 Server
Proliant DI320e Gen8 V2 Server
Proliant DI320 Gen11 Server
Proliant DI325 Gen10 Plus Server
Proliant DI325 Gen10 Server
Proliant DI325 Gen11 Server
Proliant DI345 Gen10 Plus Server
Proliant DI345 Gen11 Server
Proliant DI360e Gen8 Server
Proliant DI360p Gen8 Server
Proliant DI360 Gen10 Plus Server
Proliant DI360 Gen10 Server
Proliant DI360 Gen11 Server
Proliant DI360 Gen9 Server
Proliant DI365 Gen10 Plus Server
Proliant DI365 Gen11 Server

Proliant DI380e Gen8 Server
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Proliant MI110 Gen9 Server
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