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Summary

CVE CVE-2023-2813

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-04 12:15:00 UTC

Updated 2023-11-07 04:13:00 UTC

Description All of the above Aapna WordPress theme through 1.3, Anand WordPress theme through 1.2, Anfaust WordPress theme through 1.1, Arendelle WordPress theme before 1.1.13, Atlast Business WordPress theme through 1.5.8.5, Bazaar Lite WordPress theme before 1.8.6, Brain Power WordPress theme through 1.2, BunnyPressLite WordPress theme before 2.1, Cafe Bistro WordPress theme before 1.1.4, College WordPress theme before 1.5.1, Connections Reloaded WordPress theme through 3.1, Counterpoint WordPress theme through 1.8.1, Digitally WordPress theme through 1.0.8, Directory WordPress theme before 3.0.2, Drop WordPress theme before 1.22, Everse WordPress theme before 1.2.4, Fashionable Store WordPress theme through 1.3.4, Fullbase WordPress theme before 1.2.1, Ilex WordPress theme before 1.4.2, Js O3 Lite WordPress theme through 1.5.8.2, Js Paper WordPress theme through 2.5.7, Kata WordPress theme before 1.2.9, Kata App WordPress theme through 1.0.5, Kata Business WordPress theme through 1.0.2, Looki Lite WordPress theme before 1.3.0, moseter WordPress theme through 1.3.1, Nokke WordPress theme before 1.2.4, Nothing Personal WordPress theme through 1.0.7, Offset Writing WordPress theme through 1.2, Opor Ayam WordPress theme through 18, Pinzolo WordPress theme before 1.2.10, Plato WordPress theme before 1.1.9, Polka Dots WordPress theme through 1.2, Purity Of Soul WordPress theme through 1.9, Restaurant PT WordPress theme before 1.1.3, Saul WordPress theme before 1.1.0, Sean Lite WordPress theme before 1.4.6, Tantyyellow WordPress theme through 1.0.0.5, TIJAJI WordPress theme through 1.43, Tiki Time WordPress theme through 1.3, Tuaug4 WordPress theme through 1.4, Tydskrif WordPress theme through 1.1.3, UltraLight WordPress theme through 1.2, Venice Lite WordPress theme before 1.5.5, Viala WordPress theme through 1.3.1, viburno WordPress theme before 1.3.2, Wedding Bride WordPress theme before 1.0.2, Wlow WordPress theme before 1.2.7 suffer from the same issue about the search box reflecting the results causing XSS which allows an unauthenticated attacker to exploit against users if they click a malicious link.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ajaydsouza Connections Reloaded All All All All

Application Archimidismertzanos Atlast Business All All All All

Application Archimidismertzanos Fashionable Store All All All All

Application Archimidismertzanos Nothing Personal All All All All

Application Arthousewebdesign Brain Power All All All All

Application Asmedia Moseter All All All All

Application Asmedia Tuaug4 All All All All

Application Ayecode Cafe Bistro All All All All

Application Ayecode College All All All All

Application Ayecode Directory All All All All

Application Ayecode Plato All All All All

Application Ayecode Restaurant Pt All All All All

Application Ayecode Wedding Bride All All All All

Application Climaxthemes Kata All All All All

Application Competethemes Drop All All All All

Application Davidgarlitz Viala All All All All

Application Deothemes Arendelle All All All All

Application Deothemes Everse All All All All

Application Deothemes Nokke All All All All

Application Dotecsa Ilex All All All All

https://cve.report/
https://cve.report/CVE-2023-2813/mitre
https://cve.report/CVE-2023-2813/nist
https://cve.report/CVE-2023-2813/cve_org
https://cve.report/CVE-2023-2813.pdf
http://cve.report/vendor/ajaydsouza
http://cve.report/software/ajaydsouza/connections_reloaded
http://cve.report/vendor/archimidismertzanos
http://cve.report/software/archimidismertzanos/atlast_business
http://cve.report/vendor/archimidismertzanos
http://cve.report/software/archimidismertzanos/fashionable_store
http://cve.report/vendor/archimidismertzanos
http://cve.report/software/archimidismertzanos/nothing_personal
http://cve.report/vendor/arthousewebdesign
http://cve.report/software/arthousewebdesign/brain_power
http://cve.report/vendor/asmedia
http://cve.report/software/asmedia/moseter
http://cve.report/vendor/asmedia
http://cve.report/software/asmedia/tuaug4
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/cafe_bistro
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/college
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/directory
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/plato
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/restaurant_pt
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/wedding_bride
http://cve.report/vendor/climaxthemes
http://cve.report/software/climaxthemes/kata
http://cve.report/vendor/competethemes
http://cve.report/software/competethemes/drop
http://cve.report/vendor/davidgarlitz
http://cve.report/software/davidgarlitz/viala
http://cve.report/vendor/deothemes
http://cve.report/software/deothemes/arendelle
http://cve.report/vendor/deothemes
http://cve.report/software/deothemes/everse
http://cve.report/vendor/deothemes
http://cve.report/software/deothemes/nokke
http://cve.report/vendor/dotecsa
http://cve.report/software/dotecsa/ilex


Application Dotecsa Viburno All All All All

Application Fredriksoerlie Ultralight All All All All

Application Fyrewurks Polka Dots All All All All

Application Fyrewurks Tiki Time All All All All

Application Henleythemes Counterpoint All All All All

Application Iznyn Opor Ayam All All All All

Application Iznyn Purity Of Soul All All All All

Application Jinwen Js O3 Lite All All All All

Application Jinwen Js Paper All All All All

Application Marchettidesign Fullbase All All All All

Application Marchettidesign Wlow All All All All

Application Omarfolgheraiter Digitally All All All All

Application Saumendra Aapna All All All All

Application Saumendra Anand All All All All

Application Ta2g Tantyyellow All All All All

Application Themeinprogress Bazaar Lite All All All All

Application Themeinprogress Looki Lite All All All All

Application Themeinprogress Saul All All All All

Application Themeinprogress Saul Lite All All All All

Application Themeinprogress Venice Lite All All All All

Application Thewebhunter Anfaust All All All All

Application Thewebhunter Offset Writing All All All All

Application Thriveweb Pinzolo All All All All

Application Tijaji Tijaji All All All All

Application Wpmole Tydskrif All All All All

Application Yws Bunnypress Lite All All All All

References

Reference Source Link Tags

Just a moment... MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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