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Summary

CVE CVE-2023-2817

State PUBLIC

Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-26 17:15:00 UTC

Updated 2023-11-07 04:13:00 UTC

Description A post-authentication stored cross-site scripting vulnerability exists in Craft CMS versions <= 4.4.11. HTML, including script tags can be injected into field names which, when the field is added to a category or section, will trigger when users visit the Categories or Entries pages respectively.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Craftcms Craft Cms All All All All

References

Reference Source Link Tags

www.tenable.com/security/research/tra-2023-20%2C www.tenable.com

Page not found | Tenable® MISC www.tenable.com

Fixed XSS vulnerabilities · craftcms/cms@7655e10 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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