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CVE CVE-2023-28177
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 17:15:00 UTC
Updated 2023-11-07 04:10:00 UTC
Description Mozilla developers and community members Calixte Denizet, Gabriele Svelto, Andrew McCreight, and the Mozilla Fuzzing
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Reference Source Link Tags

Security Vulnerabilities fixed in Firefox 111 — Mozilla MISC www.mozilla.org

Bug List MISC bugzilla.mozilla.org

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199242 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5954-1)
378072 Mozilla Firefox Multiple Vulnerabilities (MFSA2023-09)
710739 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202305-35)

753768 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0728-1)



https://cve.report/
https://cve.report/CVE-2023-28177/mitre
https://cve.report/CVE-2023-28177/nist
https://cve.report/CVE-2023-28177/cve_org
https://cve.report/CVE-2023-28177.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
https://www.mozilla.org/security/advisories/mfsa2023-09/
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1803109%252C1808832%252C1809542%252C1817336
https://www.cve.org/CVERecord?id=CVE-2023-28177
https://nvd.nist.gov/vuln/detail/CVE-2023-28177
http://cve.report/qid/199242
http://cve.report/qid/378072
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753800 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0763-1)

753830 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0835-1)
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