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CVE CVE-2023-2834
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-30 02:15:08 UTC
Updated 2026-04-08 19:18:19 UTC
Description The Booklt plugin for WordPress is vulnerable to authentication bypass in versions up to, and including, 2.3.7. This is due t
1 | i

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.004620000 probability, percentile 0.641950000 (date 2026-04-09)

Problem Types: CWE-288 | CWE-306 | CWE-288 CWE-288 Authentication Bypass Using an
Alternate Path or Channel

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2023-2834/mitre
https://cve.report/CVE-2023-2834/nist
https://cve.report/CVE-2023-2834/cve_org
https://cve.report/api/cve/CVE-2023-2834.json
https://cve.report/CVE-2023-2834.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Stylemixthemes Bookit All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Stellarwp Bookit Booking Appointment Calendar affected 2.3.7 semver Not specified

References

Reference Source

Booklt <= 2.3.7 - Authentication Bypass af854a3a-2127-422b-91ae-364da2661108
403 Forbidden af854a3a-2127-422b-91ae-364da2661108
403 Forbidden af854a3a-2127-422b-91ae-364da2661108

StylemixThemes Addresses Authentication Bypass Vulnerability in Booklt WordPress Plugin  af854a3a-2127-422b-91ae-364da2661108

403 Forbidden af854a3a-2127-422b-91ae-364da2661108
403 Forbidden af854a3a-2127-422b-91ae-364da2661108
Booklt by StylemixThemes WordPress plugin Authentication Bypass — Lana Codes af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG

NVD vulnerability detail
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Vendor Comments And Credit
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Discovery Credit
CNA: Istvan Marton (en)

Additional Advisory Data

Source Time Event

CNA 2023-05-22T00:00:00.000Z Discovered
CNA 2023-05-22T00:00:00.000Z Vendor Notified
CNA 2023-06-20T00:00:00.000Z Disclosed

Legacy QID Mappings


http://cve.report/vendor/stylemixthemes
http://cve.report/software/stylemixthemes/bookit
http://cve.report/vendor/stellarwp
http://cve.report/software/stellarwp/Bookit__Booking__Appointment_Calendar
https://www.wordfence.com/threat-intel/vulnerabilities/id/cfd32e46-a4fc-4c10-b546-9f9da75db791?source=cve
https://plugins.trac.wordpress.org/browser/bookit/tags/2.3.6/includes/classes/CustomerController.php#L27
https://plugins.trac.wordpress.org/changeset/2919529/bookit
https://www.wordfence.com/blog/2023/06/stylemixthemes-addresses-authentication-bypass-vulnerability-in-bookit-wordpress-plugin/
https://plugins.trac.wordpress.org/changeset/2925153/bookit
https://plugins.trac.wordpress.org/browser/bookit/tags/2.3.6/includes/classes/database/Customers.php#L63
https://lana.codes/lanavdb/0dea1346-fd60-4338-8af6-6f89c29075d4/
https://www.cve.org/CVERecord?id=CVE-2023-2834
https://nvd.nist.gov/vuln/detail/CVE-2023-2834
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