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Summary

CVE CVE-2023-28361

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-11 22:15:00 UTC

Updated 2023-05-22 16:42:00 UTC

Description A Cross-site WebSocket Hijacking (CSWSH) vulnerability found in UniFi OS 2.5 and earlier allows a malicious actor to access certain confidential information by persuading a UniFi OS user to visit a malicious webpage.Affected Products:Cloud Key Gen2Cloud Key Gen2 PlusUNVRUNVR ProfessionalUDMUDM ProfessionalUDM SEUDRMitigation:Update affected products to UniFi OS 3.0.13 or later.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Uni Cloud Key Gen2 - All All All

Hardware Uni Cloud Key Gen2 Plus - All All All

Hardware Uni Ubiquiti Networks Unifi Dream Machine - All All All

Hardware Uni Ubiquiti Networks Unifi Dream Machine Professional - All All All

Hardware Uni Ubiquiti Networks Unifi Dream Machine Se - All All All

Hardware Uni Unifi Dream Router - All All All

Operating System Uni Unifi Os All All All All

Hardware Uni Unifi Protect Network Video Recorder - All All All

Hardware Uni Unifi Protect Network Video Recorder Professional - All All All

References

Reference Source Link Tags

community.ui.com/releases/Security-Advisory-Bulletin-030-030/f9de9e65-585f-4c6... MISC community.ui.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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