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Summary

CVE CVE-2023-28370

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-25 10:15:00 UTC

Updated 2023-06-01 13:04:00 UTC

Description Open redirect vulnerability in Tornado versions 6.3.1 and earlier allows a remote unauthenticated attacker to redirect a user to an arbitrary web site and conduct a phishing attack by having user access a specially crafted URL.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tornadoweb Tornado All All All All

References

Reference Source Link Tags

Release v6.3.2: What's new in Tornado 6.3.2 · tornadoweb/tornado · GitHub MISC github.com

JVN#45127776: Tornado vulnerable to open redirect MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161131 Oracle Enterprise Linux Security Update for python-tornado (ELSA-2023-6523)

199415 Ubuntu Security Notification for Tornado Vulnerability (USN-6159-1)

242330 Red Hat Update for python-tornado (RHSA-2023:6523)

355583 Amazon Linux Security Advisory for python-tornado : ALAS2-2023-2132

355589 Amazon Linux Security Advisory for python3-tornado : ALAS2-2023-2133
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CVE.report and Source URL Uptime Status status.cve.report

355589 Amazon Linux Security Advisory for python3-tornado : ALAS2-2023-2133

355640 Amazon Linux Security Advisory for python-tornado : ALAS2023-2023-239

754235 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2023:3144-1)

754236 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2023:3143-1)

754237 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2023:3131-1)

754238 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2023:3123-1)

941403 AlmaLinux Security Update for python-tornado (ALSA-2023:6523)
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