CVE-2023-28371

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-28371
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2023-03-15 04:15:00 UTC
Updated 2023-11-07 04:10:00 UTC
Description In Stellarium through 1.2, attackers can write to files that are typically unintended, such as ones with absolute pathnames o

] 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Stellarium Stellarium All All

Edition

All

Language

All

References

Reference

[SECURITY] Fedora 37 Update: stellarium-1.2-9.fc37 - package-announce - Fedora Mailing-Lists
Fix a possible security issue - Stellarium/stellarium@787a894 - GitHub

[SECURITY] Fedora 36 Update: stellarium-1.2-9.fc36 - package-announce - Fedora Mailing-Lists
Fix a possible security issue - Stellarium/stellarium@1261f74 - GitHub

[SECURITY] Fedora 37 Update: stellarium-1.2-9.fc37 - package-announce - Fedora Mailing-Lists
Fix a possible security issue - Stellarium/stellarium@eba61df - GitHub

[SECURITY] Fedora 36 Update: stellarium-1.2-9.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 38 Update: stellarium-1.2-9.fc38 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 38 Update: stellarium-1.2-9.fc38 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

/
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MISC

MISC

FEDORA

MISC

FEDORA

FEDORA

CVE.ORG

NVD
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

283824 Fedora Security Update for stellarium (FEDORA-2023-2cf272ad72)
283825 Fedora Security Update for stellarium (FEDORA-2023-b7e90bc682)

284239 Fedora Security Update for stellarium (FEDORA-2023-57{5e7c000)
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