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Summary

CVE CVE-2023-28425

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-20 20:15:00 UTC

Updated 2023-04-13 17:15:00 UTC

Description Redis is an in-memory database that persists on disk. Starting in version 7.0.8 and prior to version 7.0.10, authenticated users can use the MSETNX command to trigger a runtime assertion and termination of the Redis server process. The problem is fixed in Redis version 7.0.10.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redis Redis All All All All

References

Reference Source Link

Avoid assertion when MSETNX is used with the same key twice (CVE-2023… · redis/redis@48e0d47 · GitHub MISC github.com

Release 7.0.10 · redis/redis · GitHub MISC github.com

CVE-2023-28425 Redis Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com

Specially crafted MSETNX command can lead to denial-of-service · Advisory · redis/redis · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184815 Debian Security Update for redis (CVE-2023-28425)

283838 Fedora Security Update for redis (FEDORA-2023-86068d1187)

284238 Fedora Security Update for redis (FEDORA-2023-e3e1f9dd4d)

https://cve.report/
https://cve.report/CVE-2023-28425/mitre
https://cve.report/CVE-2023-28425/nist
https://cve.report/CVE-2023-28425/cve_org
https://cve.report/CVE-2023-28425.pdf
http://cve.report/vendor/redis
http://cve.report/software/redis/redis
https://github.com/redis/redis/commit/48e0d4788434833b47892fe9f3d91be7687f25c9
https://github.com/redis/redis/releases/tag/7.0.10
https://security.netapp.com/advisory/ntap-20230413-0005/
https://github.com/redis/redis/security/advisories/GHSA-mvmm-4vq6-vw8c
https://www.cve.org/CVERecord?id=CVE-2023-28425
https://nvd.nist.gov/vuln/detail/CVE-2023-28425
http://cve.report/qid/184815
http://cve.report/qid/283838
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CVE.report and Source URL Uptime Status status.cve.report

284238 Fedora Security Update for redis (FEDORA-2023-e3e1f9dd4d)

355163 Amazon Linux Security Advisory for redis6 : ALAS2023-2023-164

691089 Free Berkeley Software Distribution (FreeBSD) Security Update for redis (a60cc0e4-c7aa-11ed-8a4b-080027f5fec9)

906728 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (25671-1)

906897 Common Base Linux Mariner (CBL-Mariner) Security Update for redis (25674-1)

http://cve.report/qid/284238
http://cve.report/qid/355163
http://cve.report/qid/691089
http://cve.report/qid/906728
http://cve.report/qid/906897
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