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Summary

CVE CVE-2023-28432

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-22 21:15:00 UTC

Updated 2023-11-07 04:10:00 UTC

Description Minio is a Multi-Cloud Object Storage framework. In a cluster deployment starting with RELEASE.2019-12-17T23-16-33Z and prior to RELEASE.2023-03-20T20-16-18Z, MinIO returns all environment variables, including `MINIO_SECRET_KEY` and `MINIO_ROOT_PASSWORD`, resulting in information disclosure. All users of distributed deployment are impacted. All users are advised to upgrade to RELEASE.2023-03-20T20-16-18Z.

Risk And Classification

EPSS: 0.940040000 probability, percentile 0.998910000 (date 2026-04-01)

CISA KEV: Listed on 2023-04-21; due 2023-05-12; ransomware use Unknown

Problem Types: NVD-CWE-noinfo

CISA Known Exploited Vulnerability

Vendor MinIO

Product MinIO

Name MinIO Information Disclosure Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://github.com/minio/minio/security/advisories/GHSA-6xvq-wj2x-3h3q;
https://nvd.nist.gov/vuln/detail/CVE-2023-28432

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Minio Minio All All All All

References

Reference Source Link Tags

JavaScript is not available. MISC twitter.com

Release Security and Bug Fixes Release · minio/minio · GitHub MISC github.com

Tag Details | GreyNoise Visualizer MISC viz.greynoise.io

Information Disclosure in Cluster Deployment · Advisory · minio/minio · GitHub MISC github.com

https://cve.report/
https://cve.report/CVE-2023-28432/mitre
https://cve.report/CVE-2023-28432/nist
https://cve.report/CVE-2023-28432/cve_org
https://cve.report/CVE-2023-28432.pdf
http://cve.report/vendor/minio
http://cve.report/software/minio/minio
https://twitter.com/Andrew___Morris/status/1639325397241278464
https://github.com/minio/minio/releases/tag/RELEASE.2023-03-20T20-16-18Z
https://viz.greynoise.io/tag/minio-information-disclosure-attempt


Information Disclosure in Cluster Deployment · Advisory · minio/minio · GitHub MISC github.com

OpenAI, MinIO, And Why You Should Always Use docker-cli-scan To Keep Your Supply chAIn Clean MISC www.greynoise.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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