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Summary

CVE CVE-2023-28461

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-15 23:15:00 UTC

Updated 2023-03-24 14:57:00 UTC

Description Array Networks Array AG Series and vxAG (9.4.0.481 and earlier) allow remote code execution. An attacker can browse the filesystem on the SSL VPN gateway using a flags attribute in an HTTP header without authentication. The product could then be exploited through a vulnerable URL. The 2023-03-09 vendor advisory stated "a new Array AG release with the fix will be available soon."

Risk And Classification

EPSS: 0.892890000 probability, percentile 0.995430000 (date 2026-04-23)

CISA KEV: Listed on 2024-11-25; due 2024-12-16; ransomware use Known

Problem Types: CWE-287

CISA Known Exploited Vulnerability

Vendor Array Networks

Product AG/vxAG ArrayOS

Name Array Networks AG and vxAG ArrayOS Missing Authentication for Critical Function Vulnerability

Required
Action

Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.

Notes https://support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/FieldNotice/Array_Networks_Security_Advisory_for_Remote_Code_Execution_Vulnerability_AG.pdf
; https://nvd.nist.gov/vuln/detail/CVE-2023-28461

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arraynetworks Ag1000 - All All All

Hardware Arraynetworks Ag1000t - All All All

Hardware Arraynetworks Ag1000v5 - All All All

Hardware Arraynetworks Ag1100v5 - All All All

Hardware Arraynetworks Ag1150 - All All All
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Hardware Arraynetworks Ag1200 - All All All

Hardware Arraynetworks Ag1200v5 - All All All

Hardware Arraynetworks Ag1500 - All All All

Hardware Arraynetworks Ag1500fips - All All All

Hardware Arraynetworks Ag1500v5 - All All All

Hardware Arraynetworks Ag1600 - All All All

Hardware Arraynetworks Ag1600v5 - All All All

Operating System Arraynetworks Arrayos Ag All All All All

Hardware Arraynetworks Vxag - All All All

References

Reference Source Link Tags

support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/Fi... MISC support.arraynetworks.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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