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CVE CVE-2023-28528
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-28 03:15:00 UTC
Updated 2023-05-18 16:15:00 UTC
Description IBM AIX 7.1,7.2,7.3, and VIOS 3.1 could allow a non-privileged local user to exploit a vulnerability in the invscout comman

/ |
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Ibm Aix 71 All All All
Operating System Ibm Aix 7.2 All All All
Operating System Ibm Aix 7.3 All All All
Application Ibm Vios 3.1 All All All
References
Reference Source Link
IBM X-Force Exchange MISC exchange.xforce.ibmclc
Security Bulletin: AlX is vulnerable to arbitrary command execution due to invscout (CVE-2023-28528) MISC www.ibm.com
IBM AIX 7.2 inscout Privilege Escalation ~ Packet Storm MISC packetstormsecurity.co
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
A

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

330134 IBM AIX Inventory Scout Arbitrary Command Execution Vulnerability (invscout_advisory4)
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