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Summary

CVE CVE-2023-28565

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-05 07:15:00 UTC

Updated 2023-09-09 00:00:00 UTC

Description Memory corruption in WLAN HAL while handling command streams through WMI interfaces.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm 9205 Lte - All All All

Operating System Qualcomm 9205 Lte Firmware - All All All

Hardware Qualcomm Apq8017 - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Hardware Qualcomm Apq8064au - All All All

Operating System Qualcomm Apq8064au Firmware - All All All

Hardware Qualcomm Apq8076 - All All All

Operating System Qualcomm Apq8076 Firmware - All All All

Hardware Qualcomm Apq8092 - All All All

Operating System Qualcomm Apq8092 Firmware - All All All

Hardware Qualcomm Apq8094 - All All All

Operating System Qualcomm Apq8094 Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Ar7420 - All All All

Operating System Qualcomm Ar7420 Firmware - All All All

Hardware Qualcomm Ar8031 - All All All
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Operating System Qualcomm Ar8031 Firmware - All All All

Hardware Qualcomm Ar8035 - All All All

Operating System Qualcomm Ar8035 Firmware - All All All

Hardware Qualcomm Ar9380 - All All All

Operating System Qualcomm Ar9380 Firmware - All All All

Hardware Qualcomm Csr8811 - All All All

Operating System Qualcomm Csr8811 Firmware - All All All

Hardware Qualcomm Csra6620 - All All All

Operating System Qualcomm Csra6620 Firmware - All All All

Hardware Qualcomm Csra6640 - All All All

Operating System Qualcomm Csra6640 Firmware - All All All

Hardware Qualcomm Csrb31024 - All All All

Operating System Qualcomm Csrb31024 Firmware - All All All

Hardware Qualcomm Fastconnect 6200 - All All All

Operating System Qualcomm Fastconnect 6200 Firmware - All All All

Hardware Qualcomm Fastconnect 6700 - All All All

Operating System Qualcomm Fastconnect 6700 Firmware - All All All

Hardware Qualcomm Fastconnect 6800 - All All All

Operating System Qualcomm Fastconnect 6800 Firmware - All All All

Hardware Qualcomm Fastconnect 6900 - All All All

Operating System Qualcomm Fastconnect 6900 Firmware - All All All

Hardware Qualcomm Home Hub 100 - All All All

Operating System Qualcomm Home Hub 100 Firmware - All All All

Hardware Qualcomm Immersive Home 214 - All All All

Operating System Qualcomm Immersive Home 214 Firmware - All All All

Hardware Qualcomm Immersive Home 216 - All All All

Operating System Qualcomm Immersive Home 216 Firmware - All All All

Hardware Qualcomm Immersive Home 316 - All All All

Operating System Qualcomm Immersive Home 316 Firmware - All All All

Hardware Qualcomm Immersive Home 318 - All All All

Operating System Qualcomm Immersive Home 318 Firmware - All All All

Hardware Qualcomm Ipq4018 - All All All

Operating System Qualcomm Ipq4018 Firmware - All All All

Hardware Qualcomm Ipq4019 - All All All

Operating System Qualcomm Ipq4019 Firmware - All All All

Hardware Qualcomm Ipq4028 - All All All
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Hardware Qualcomm Ipq4029 - All All All
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Hardware Qualcomm Ipq5010 - All All All

Operating System Qualcomm Ipq5010 Firmware - All All All

Hardware Qualcomm Ipq5028 - All All All

Operating System Qualcomm Ipq5028 Firmware - All All All

Hardware Qualcomm Ipq6000 - All All All

Operating System Qualcomm Ipq6000 Firmware - All All All

Hardware Qualcomm Ipq6010 - All All All

Operating System Qualcomm Ipq6010 Firmware - All All All

Hardware Qualcomm Ipq6018 - All All All

Operating System Qualcomm Ipq6018 Firmware - All All All

Hardware Qualcomm Ipq6028 - All All All
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Hardware Qualcomm Ipq8068 - All All All
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Hardware Qualcomm Ipq8074 - All All All

Hardware Qualcomm Ipq8074a - All All All

Operating System Qualcomm Ipq8074a Firmware - All All All

Operating System Qualcomm Ipq8074 Firmware - All All All

Hardware Qualcomm Ipq8076 - All All All

Hardware Qualcomm Ipq8076a - All All All

Operating System Qualcomm Ipq8076a Firmware - All All All

Operating System Qualcomm Ipq8076 Firmware - All All All

Hardware Qualcomm Ipq8078 - All All All

Hardware Qualcomm Ipq8078a - All All All

Operating System Qualcomm Ipq8078a Firmware - All All All

Operating System Qualcomm Ipq8078 Firmware - All All All

Hardware Qualcomm Ipq8173 - All All All

Operating System Qualcomm Ipq8173 Firmware - All All All

Hardware Qualcomm Ipq8174 - All All All

Operating System Qualcomm Ipq8174 Firmware - All All All

Hardware Qualcomm Mdm8215 - All All All
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Hardware Qualcomm Msm8996au - All All All
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Operating System Qualcomm Qca4004 Firmware - All All All
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Operating System Qualcomm Qca6391 Firmware - All All All
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Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6438 - All All All

Operating System Qualcomm Qca6438 Firmware - All All All

Hardware Qualcomm Qca6554a - All All All

Operating System Qualcomm Qca6554a Firmware - All All All

Hardware Qualcomm Qca6564 - All All All

Hardware Qualcomm Qca6564a - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Operating System Qualcomm Qca6564a Firmware - All All All

Operating System Qualcomm Qca6564 Firmware - All All All

Hardware Qualcomm Qca6574 - All All All
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Hardware Qualcomm Qca6574au - All All All
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