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CVE CVE-2023-28572

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-07 06:15:00 UTC

Updated 2023-11-14 18:57:00 UTC

Description Memory corruption in WLAN HOST while processing the WLAN scan descriptor list.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm  Csrb31024 - All All All
Operating System Qualcomm  Csrb31024 Firmware - All All All
Hardware Qualcomm  Fastconnect 6800 - All All All
Operating System Qualcomm Fastconnect 6800 Firmware - All All All
Hardware Qualcomm  Fastconnect 6900 - All All All
Operating System Qualcomm  Fastconnect 6900 Firmware - All All All
Hardware Qualcomm  Fastconnect 7800 - All All All
Operating System Qualcomm  Fastconnect 7800 Firmware - All All All
Hardware Qualcomm  Mdm9628 - All All All
Operating System Qualcomm  Mdm9628 Firmware - All All All
Hardware Qualcomm  Msm8996au - All All All
Operating System Qualcomm  Msm8996au Firmware - All All All
Hardware Qualcomm  Qam8295p - All All All
Operating System Qualcomm  Qam8295p Firmware - All All All
Hardware Qualcomm  Qca6174a - All All All
Operating System Qualcomm  Qca6174a Firmware - All All All
Hardware Qualcomm  Qca6175a - All All All
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Qcab175a Firmware
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Qcab391 Firmware
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Qcab421 Firmware
Qcab6426

Qcab426 Firmware
Qcab6431
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Qcab6436

Qcab436 Firmware
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Qcab595

Qca6595au
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Qcab678aq
Qcab678aq Firmware
Qcab696
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Qca6698aq
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Hardware Qualcomm  Snapdragon X55 5g Modem-rf System - All All All
Operating System Qualcomm  Snapdragon X55 5g Modem-rf System Firmware - All All All
Hardware Qualcomm  Sw5100 - All All All
Hardware Qualcomm  Sw5100p - All All All
Operating System Qualcomm  Sw5100p Firmware - All All All
Operating System Qualcomm  Sw5100 Firmware - All All All
Hardware Qualcomm  Wcd9380 - All All All
Operating System Qualcomm  Wcd9380 Firmware - All All All
Hardware Qualcomm  Wcd9385 - All All All
Operating System Qualcomm  Wcd9385 Firmware - All All All
Hardware Qualcomm  Wcn3980 - All All All
Operating System Qualcomm  Wcn3980 Firmware - All All All
Hardware Qualcomm  Wcn3988 - All All All
Operating System Qualcomm  Wcn3988 Firmware - All All All
Hardware Qualcomm  Wsa8810 - All All All
Operating System Qualcomm  Wsa8810 Firmware - All All All
Hardware Qualcomm  Wsa8815 - All All All
Operating System Qualcomm  Wsa8815 Firmware - All All All
Hardware Qualcomm  Wsa8830 - All All All
Operating System Qualcomm  Wsa8830 Firmware - All All All
Hardware Qualcomm  Wsa8835 - All All All
Operating System Qualcomm  Wsa8835 Firmware - All All All
Reference Source Link Tags

Qualcomm Documentation www.qualcomm.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610517 Google Pixel Android November 2023 Security Patch Missing

610529 Google Android December 2023 Security Patch Missing for Huawei EMUI
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