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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Qualcomm 315 5g lot Modem - All All All
Qualcomm 315 5g lot Modem Firmware - All All All
Qualcomm 9205 Lte Modem - All All All
Qualcomm 9205 Lte Modem Firmware - All All All
Qualcomm  Aqt1000 - All All All
Qualcomm  Aqt1000 Firmware - All All All
Qualcomm  Ar8031 - All All All
Qualcomm  Ar8031 Firmware - All All All
Qualcomm  Ar8035 - All All All
Qualcomm  Ar8035 Firmware - All All All
Qualcomm  C-v2x 9150 - All All All
Qualcomm  C-v2x 9150 Firmware - All All All
Qualcomm  Csr8811 - All All All
Qualcomm  Csr8811 Firmware - All All All
Qualcomm  Csra6620 - All All All
Qualcomm  Csra6620 Firmware - All All All
Qualcomm  Csra6640 - All All All


https://cve.report/
https://cve.report/CVE-2023-28586/mitre
https://cve.report/CVE-2023-28586/nist
https://cve.report/CVE-2023-28586/cve_org
https://cve.report/CVE-2023-28586.pdf
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/315_5g_iot_modem
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/315_5g_iot_modem_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/9205_lte_modem
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/9205_lte_modem_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/aqt1000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8031_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ar8035_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/c-v2x_9150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/c-v2x_9150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csr8811
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csr8811_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6620_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640
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Csra6640 Firmware

Csrb31024

Csrb31024 Firmware
Fastconnect 6200

Fastconnect 6200 Firmware
Fastconnect 6700

Fastconnect 6700 Firmware
Fastconnect 6800

Fastconnect 6800 Firmware
Fastconnect 6900

Fastconnect 6900 Firmware
Fastconnect 7800

Fastconnect 7800 Firmware
Flight Rb5 5g Platform

Flight Rb5 59 Platform Firmware
Fsm10056

Fsm10056 Firmware

Home Hub 100 Platform

Home Hub 100 Platform Firmware
Immersive Home 3210 Platform
Immersive Home 3210 Platform Firmware
Immersive Home 326 Platform
Immersive Home 326 Platform Firmware
Ipg5332

Ipg5332 Firmware

Ipg6000

Ipg6000 Firmware

Ipg6005

Ipg6005 Firmware

Ipg6010

Ipg6010 Firmware

Ipg6018

Ipg6018 Firmware

1pg6028

Ipg6028 Firmware

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csra6640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csrb31024
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/csrb31024_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6200
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6200_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6700
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6700_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6800
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6800_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6900
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_6900_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_7800
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fastconnect_7800_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/flight_rb5_5g_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/flight_rb5_5g_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fsm10056
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/fsm10056_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/home_hub_100_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/home_hub_100_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/immersive_home_3210_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/immersive_home_3210_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/immersive_home_326_platform
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/immersive_home_326_platform_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq5332
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq5332_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6000
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6000_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6005
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6005_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6010
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6010_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6018
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6018_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6028
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq6028_firmware
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Ipg9574
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Mdm9250 Firmware
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Mdm9640
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Mdm9650

Mdm9650 Firmware

Msm8108

Msm8108 Firmware

Msm8209

Msm8209 Firmware

Msm8608

Msm8608 Firmware

Msm8996au

Msm8996au Firmware

Qam8255p

Qam8255p Firmware

Qam8295p

Qam8295p Firmware

Qam8650p

Qam8650p Firmware

Qam8775p

Qam8775p Firmware
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9008
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9008_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9554
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9554_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9570
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9570_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9574
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/ipq9574_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9205s
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9205s_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9628_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9640
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9650
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/mdm9650_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8108_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8209_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8608_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8255p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8255p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8295p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8650p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8650p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8775p
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qam8775p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qca0000
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CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610527 Google Android Devices December 2023 Security Patch Missing
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