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Summary

CVE CVE-2023-28613

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-04 16:15:00 UTC

Updated 2023-05-05 19:15:00 UTC

Description An issue was discovered in Samsung Exynos Mobile Processor and Baseband Modem Processor for Exynos 1280, Exynos 2200, and Exynos Modem 5300. An integer overflow in IPv4 fragment handling can occur due to insufficient parameter validation when reassembling these fragments.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung Exynos 1280 - All All All

Operating System Samsung Exynos 1280 Firmware - All All All

Hardware Samsung Exynos 2200 - All All All

Operating System Samsung Exynos 2200 Firmware - All All All

Hardware Samsung Exynos Modem 5300 - All All All

Operating System Samsung Exynos Modem 5300 Firmware - All All All

References

Reference Source Link Tags

Product Security Update | Support | Samsung Semiconductor Global MISC semiconductor.samsung.com

Modem | Processor | Samsung Semiconductor Global MISC semiconductor.samsung.com

Shannon Baseband Integer Overflow ≈ Packet Storm MISC packetstormsecurity.com

Exynos Mobile Processor | Samsung Semiconductor Global MISC semiconductor.samsung.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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