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Summary

CVE CVE-2023-28623

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-19 22:15:00 UTC

Updated 2023-05-26 17:25:00 UTC

Description Zulip is an open-source team collaboration tool with unique topic-based threading. In the event that 1: `ZulipLDAPAuthBackend` and an external authentication backend (any aside of `ZulipLDAPAuthBackend` and `EmailAuthBackend`) are the only ones enabled in `AUTHENTICATION_BACKENDS` in `/etc/zulip/settings.py` and 2: The organization permissions don't require invitations to join. An attacker can create a new account in the organization with an arbitrary email address in their control that's not in the organization's LDAP directory. The impact is limited to installations which have this specific combination of authentication backends as described above in addition to having `Invitations are required for joining this organization` organization permission disabled. This issue has been addressed in version 6.2. Users are advised to upgrade. Users unable to upgrade may enable the `Invitations are required for joining this organization` organization permission to prevent this issue.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zulip Zulip All All All All

References

Reference

Unauthorized user can register an account in specific configurations involving LDAP and another external authentication backend · Advisory · zulip/zulip · GitHub

CVE-2023-28623: Prevent unauthorized signup with ldap + external auth. · zulip/zulip@3df1b4d · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

https://cve.report/
https://cve.report/CVE-2023-28623/mitre
https://cve.report/CVE-2023-28623/nist
https://cve.report/CVE-2023-28623/cve_org
https://cve.report/CVE-2023-28623.pdf
http://cve.report/vendor/zulip
http://cve.report/software/zulip/zulip
https://github.com/zulip/zulip/security/advisories/GHSA-7p62-pjwg-56rv
https://github.com/zulip/zulip/commit/3df1b4dd7c210c21deb6f829df19412b74573f8d
https://www.cve.org/CVERecord?id=CVE-2023-28623
https://nvd.nist.gov/vuln/detail/CVE-2023-28623
https://cve.report/


CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2023-28623
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


