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CVE CVE-2023-28629
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-27 21:15:00 UTC
Updated 2023-04-03 13:18:00 UTC
Description GoCD is an open source continuous delivery server. GoCD versions before 23.1.0 are vulnerable to a stored XSS vulnerab
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Thoughtworks Gocd All All All All
Reference Source

Stored XSS possible on VSM and Job Details pages via malicious pipeline label configuration - Advisory - gocd/gocd - GitHub ~ MISC

Pipeline Labelling | GoCD User Documentation MISC
Encode VSM node attributes for HTML - gocd/gocd@c6aa644 - GitHub MISC
Releases - Version notes | GoCD MISC
Improve escaping on legacy Freemarker templates - gocd/gocd@95f7582 - GitHub MISC
Release GoCD 23.1.0 - gocd/gocd - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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