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Summary

CVE CVE-2023-28708

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-22 11:15:00 UTC

Updated 2023-11-07 04:10:00 UTC

Description When using the RemoteIpFilter with requests received from a reverse proxy via HTTP that include the X-Forwarded-Proto header set to https, session cookies created by Apache Tomcat 11.0.0-M1 to 11.0.0.-M2, 10.1.0-M1 to 10.1.5, 9.0.0-M1 to 9.0.71 and 8.5.0 to 8.5.85 did not include the secure attribute. This could result in the user agent transmitting the session cookie over an insecure channel.

Risk And Classification

Problem Types: CWE-523

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat All All All All

Application Apache Tomcat 11.0.0 milestone1 All All

Application Apache Tomcat 11.0.0 milestone2 All All

References

Reference Source Link Tags

lists.apache.org/thread/hdksc59z3s7tm39x0pp33mtwdrt8qr67 MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150662 Apache Tomcat Information Disclosure Vulnerability (CVE-2023-28708)

161103 Oracle Enterprise Linux Security Update for tomcat (ELSA-2023-6570)

161166 Oracle Enterprise Linux Security Update for tomcat (ELSA-2023-7065)

181696 Debian Security Update for tomcat9 (DLA 3384-1)
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181696 Debian Security Update for tomcat9 (DLA 3384-1)

181700 Debian Security Update for tomcat9 (DSA 5381-1)

182964 Debian Security Update for tomcat9tomcat10 (CVE-2023-28708)

20354 Oracle Database 19c Critical Patch Update - July 2023

20355 Oracle Database 21c Critical Patch Update - July 2023

20356 Oracle Database 19c Critical OJVM Patch Update - July 2023

242102 Red Hat Update for red hat jboss web server 5.7.4 (RHSA-2023:4909)

242313 Red Hat Update for tomcat (RHSA-2023:6570)

242462 Red Hat Update for tomcat (RHSA-2023:7065)

354897 Amazon Linux Security Advisory for tomcat8 : ALAS-2023-1732

354909 Amazon Linux Security Advisory for tomcat : ALAS2-2023-2020

355155 Amazon Linux Security Advisory for tomcat9 : ALAS2023-2023-176

356243 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-013

356298 Amazon Linux Security Advisory for tomcat : ALASTOMCAT9-2023-008

673101 EulerOS Security Update for Hypertext Preprocessor (PHP) (EulerOS-SA-2023-2196)

730768 Apache Tomcat information disclosure Vulnerability (CVE-2023-28708)

730769 Apache Tomcat information disclosure Vulnerability (CVE-2023-28708)

730770 Apache Tomcat information disclosure Vulnerability (CVE-2023-28708)

753850 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2023:1669-1)

753874 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2023:1672-1)

753891 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2023:1769-1)

941389 AlmaLinux Security Update for tomcat (ALSA-2023:6570)

941469 AlmaLinux Security Update for tomcat (ALSA-2023:7065)
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