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Summary

CVE CVE-2023-28725

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-22 00:15:00 UTC

Updated 2023-03-27 22:19:00 UTC

Description General Bytes Crypto Application Server (CAS) 20230120, as distributed with General Bytes BATM devices, allows remote attackers to execute arbitrary Java code by uploading a Java application to the /batm/app/admin/standalone/deployments directory, aka BATM-4780, as exploited in the wild in March 2023. This is fixed in 20221118.48 and 20230120.44.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Generalbytes Crypto Application Server 20230120 All All All

References

Reference Source Link Tags

Security Incident March 17-18th 2023 - General Bytes Knowledge Base - Confluence MISC generalbytes.atlassian.net

Update CAS - General Bytes Knowledge Base - Confluence MISC generalbytes.atlassian.net

JavaScript is not available. MISC twitter.com

General Bytes Bitcoin ATMs hacked using zero-day, $1.5M stolen MISC www.bleepingcomputer.com

General Bytes crypto ATMs exploited for over $1.6 million MISC web3isgoinggreat.com

Hackers drain bitcoin ATMs of $1.5 million by exploiting 0-day bug | Ars Technica MISC arstechnica.com

Changelog | GENERAL BYTES MISC www.generalbytes.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2023-28725/mitre
https://cve.report/CVE-2023-28725/nist
https://cve.report/CVE-2023-28725/cve_org
https://cve.report/api/cve/CVE-2023-28725.json
https://cve.report/CVE-2023-28725.pdf
http://cve.report/vendor/generalbytes
http://cve.report/software/generalbytes/crypto_application_server
https://generalbytes.atlassian.net/wiki/spaces/ESD/pages/2885222430/Security+Incident+March+17-18th+2023
https://generalbytes.atlassian.net/wiki/spaces/ESD/pages/951418958/Update+CAS
https://twitter.com/generalbytes/status/1637192687160897537
https://www.bleepingcomputer.com/news/security/general-bytes-bitcoin-atms-hacked-using-zero-day-15m-stolen/
https://web3isgoinggreat.com/single/general-bytes-crypto-atms-exploited-for-over-1-6-million
https://arstechnica.com/information-technology/2023/03/hackers-drain-bitcoin-atms-of-1-5-million-by-exploiting-0-day-bug/
https://www.generalbytes.com/en/support/changelog
https://www.cve.org/CVERecord?id=CVE-2023-28725
https://nvd.nist.gov/vuln/detail/CVE-2023-28725


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2023-28725
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


