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Summary

CVE CVE-2023-2874

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-24 19:15:00 UTC

Updated 2023-11-07 04:13:00 UTC

Description A vulnerability, which was classified as problematic, has been found in Twister Antivirus 8. This issue affects the function 0x804f2158/0x804f2154/0x804f2150/0x804f215c/0x804f2160/0x80800040/0x804f214c/0x804f2148/0x804f2144/0x801120e4/0x804f213c/0x804f2140 in the library filppd.sys of the component IoControlCode Handler. The manipulation leads to denial of service. Attacking locally is a requirement. The exploit has been disclosed to the public and may be used. The identifier VDB-229853 was assigned to this vulnerability. NOTE: The vendor was contacted early about this disclosure but did not respond in any way.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Filseclab Twister Antivirus All All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

WindowsKernelVuln/unassigned43 at master · zeze-zeze/WindowsKernelVuln · GitHub MISC github.com

WindowsKernelVuln/CVE-2023-2874 at master · zeze-zeze/WindowsKernelVuln · GitHub MISC github.com

DoS.zip - Google Drive MISC drive.google.com

Login required MISC vuldb.com

CVE-2023-2874: Twister Antivirus IoControlCode filppd.sys 0x804f2140 denial of service MISC vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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