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Summary

CVE CVE-2023-28753

State PUBLIC

Assigner cve-assign@fb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-18 22:15:00 UTC

Updated 2023-11-07 04:10:00 UTC

Description netconsd prior to v0.2 was vulnerable to an integer overflow in its parse_packet function. A malicious individual could leverage this overflow to create heap memory corruption with attacker controlled data.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Facebook Netconsd 0.1 All All All

References

Reference Source Link Tags

ensure fragment offset is less than total length · facebook/netconsd@9fc54ed · GitHub MISC github.com

CVE-2023-28753 MISC www.facebook.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

283845 Fedora Security Update for netconsd (FEDORA-2023-80b2470d3c)

283846 Fedora Security Update for netconsd (FEDORA-2023-88629e9585)

284221 Fedora Security Update for netconsd (FEDORA-2023-f25098f499)
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