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Some access control products are vulnerable to a session hijacking attack because the product does not update the sessio
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Risk And Classification

Problem Types: CWE-384
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Vendor Product Version Update Edition Language
Hikvision Ds-k1t320efwx - All All All
Hikvision Ds-k1t320efwx Firmware - All All All
Hikvision Ds-k1t320efx - All All All
Hikvision Ds-k1t320efx Firmware - All All All
Hikvision Ds-k1t320ewx - All All All
Hikvision Ds-k1t320ewx Firmware - All All All
Hikvision Ds-k1t320ex - All All All
Hikvision Ds-k1t320ex Firmware - All All All
Hikvision Ds-k1t320mfwx - All All All
Hikvision Ds-k1t320mfwx Firmware - All All All
Hikvision Ds-k1t320mfx - All All All
Hikvision Ds-k1t320mfx Firmware - All All All
Hikvision Ds-k1t320mwx - All All All
Hikvision Ds-k1t320mwx Firmware - All All All
Hikvision Ds-k1t320mx - All All All
Hikvision Ds-k1t320mx Firmware - All All All
Hikvision Ds-k1t341am - All All All
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Reference Source Link

Security Vulnerability in Some Hikvision Access Control/Intercom Products - Security Advisory - Hikvision ~ MISC www.hikvision.com
Hikvision Access Control Session Hijacking =~ Packet Storm MISC packetstormsecurity.
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
LEGACY: Andres Hinnosaar

There are currently no legacy QID mappings associated with this CVE.
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