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CVE CVE-2023-28811
State RESERVED
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-23 07:15:00 UTC
Updated 2023-12-08 18:53:00 UTC
Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new

/ |

1|

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Hikvision Ds-7104ni-gq1c - All All All
Operating System Hikvision Ds-7104ni-gq1c Firmware All All All All
Hardware Hikvision Ds-7104ni-q1d - All All All
Operating System Hikvision Ds-7104ni-q1d Firmware All All All All
Hardware Hikvision Ds-7108ni-gq1c - All All All
Operating System Hikvision Ds-7108ni-q1c Firmware All All All All
Hardware Hikvision Ds-7108ni-q1d - All All All
Operating System Hikvision Ds-7108ni-q1d Firmware All All All All
Hardware Hikvision Ds-7604ni-k1c - All All All
Operating System Hikvision Ds-7604ni-k1c Firmware All All All All
Hardware Hikvision Ds-7604ni-k1/4p/4gc - All All All
Operating System Hikvision Ds-7604ni-k1/4p/4gc Firmware All All All All
Hardware Hikvision Ds-7604ni-q1c - All All All
Operating System Hikvision Ds-7604ni-q1c Firmware All All All All
Hardware Hikvision Ds-7604ni-q1/4pc - All All All
Operating System Hikvision Ds-7604ni-q1/4pc Firmware All All All All
Hardware Hikvision Ds-7608ni-k1/8pc - All All All


https://cve.report/
https://cve.report/CVE-2023-28811/mitre
https://cve.report/CVE-2023-28811/nist
https://cve.report/CVE-2023-28811/cve_org
https://cve.report/api/cve/CVE-2023-28811.json
https://cve.report/CVE-2023-28811.pdf
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7104ni-q1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7104ni-q1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7104ni-q1d
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7104ni-q1d_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7108ni-q1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7108ni-q1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7108ni-q1d
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7108ni-q1d_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-k1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-k1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-k1/4p/4gc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-k1/4p/4gc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-q1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-q1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-q1/4pc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7604ni-q1/4pc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-k1/8pc

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Hikvision

Ds-7608ni-k1/8pc Firmware

Ds-7608ni-k1/8p/4gc

Ds-7608ni-k1/8p/4gc Firmware

Ds-7608ni-q1c
Ds-7608ni-q1c Firmware
Ds-7608ni-q1/8pc
Ds-7608ni-q1/8pc Firmware
Ds-7608ni-g2¢c
Ds-7608ni-gq2c Firmware
Ds-7608ni-q2/8pc
Ds-7608ni-q2/8pc Firmware
Ds-7616ni-k1c
Ds-7616ni-k1c Firmware
Ds-7616ni-q1c
Ds-7616ni-q1c Firmware
Ds-7616ni-g2c
Ds-7616ni-q2¢ Firmware
Ds-7616ni-q2/16pc
Ds-7616ni-q2/16pc Firmware
Dvr Firmware
Nvr-104mh-cc
Nvr-104mh-cc Firmware
Nvr-104mh-cd
Nvr-104mh-cd Firmware
Nvr-104mh-c/4pd
Nvr-104mh-c/4pd Firmware
Nvr-104mh-dc
Nvr-104mh-dc Firmware
Nvr-104mh-dd
Nvr-104mh-dd Firmware
Nvr-104mh-d/4pc
Nvr-104mh-d/4pc Firmware
Nvr-108h-dc

Nvr-108h-dc Firmware

Nvr-108h-d/8pc

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-k1/8pc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-k1/8p/4gc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-k1/8p/4gc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q1/8pc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q1/8pc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q2c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q2c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q2/8pc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7608ni-q2/8pc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-k1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-k1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-q1c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-q1c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-q2c
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-q2c_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-q2/16pc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-7616ni-q2/16pc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/dvr_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-cc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-cc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-cd
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-cd_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-c/4pd
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-c/4pd_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-dc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-dc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-dd
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-dd_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-d/4pc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-104mh-d/4pc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-108h-dc
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-108h-dc_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/nvr-108h-d/8pc

Operating System Hikvision Nvr-108h-d/8pc Firmware All All All All
Hardware Hikvision Nvr-108h-d/8pd - All All All
Operating System Hikvision Nvr-108h-d/8pd Firmware All All All All
Hardware Hikvision Nvr-108mh-cc - All All All
Operating System Hikvision Nvr-108mh-cc Firmware All All All All
Hardware Hikvision Nvr-108mh-cd - All All All
Operating System Hikvision Nvr-108mh-cd Firmware All All All All
Hardware Hikvision Nvr-108mh-c/8pc - All All All
Operating System Hikvision Nvr-108mh-c/8pc Firmware All All All All
Hardware Hikvision Nvr-108mh-dc - All All All
Operating System Hikvision Nvr-108mh-dc Firmware All All All All
Hardware Hikvision Nvr-108mh-dd - All All All
Operating System Hikvision Nvr-108mh-dd Firmware All All All All
Hardware Hikvision Nvr-108mh-d/8pc - All All All
Operating System Hikvision Nvr-108mh-d/8pc Firmware All All All All
Hardware Hikvision Nvr-116mh-cc - All All All
Operating System Hikvision Nvr-116mh-cc Firmware All All All All
Hardware Hikvision Nvr-116mh-cd - All All All
Operating System Hikvision Nvr-116mh-cd Firmware All All All All
Hardware Hikvision Nvr-208mh-cc - All All All
Operating System Hikvision Nvr-208mh-cc Firmware All All All All
Hardware Hikvision Nvr-208mh-c/8pd - All All All
Operating System Hikvision Nvr-208mh-c/8pd Firmware All All All All
Hardware Hikvision Nvr-216mh-cd - All All All
Operating System Hikvision Nvr-216mh-cd Firmware All All All All
Hardware Hikvision Nvr-216mh-c/16pd - All All All
Operating System Hikvision Nvr-216mh-c/16pd Firmware All All All All
Reference Source Link Tags
www.hikvision.com/en/support/cybersecurity/security-advisory/buffer-overflow-vu... www.hikvision.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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