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CVE CVE-2023-28837
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

1 I

Risk And Classification

Problem Types: CWE-400 | CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Torchbox Wagtail All All All

References

1]

CVE Program record

Reference Source
Release note for CVE-2023-28837 in 4.2.2 - wagtail/wagtail@c9d2fcd - GitHub MISC
Release 4.1.4 - wagtail/wagtail - GitHub MISC
Denial-of-service via memory exhaustion when uploading large files - Advisory - wagtail/wagtail - GitHub MISC
Settings — Wagtail Documentation 4.1.1 documentation MISC

Don't load images / documents into memory when calculating their hash - wagtail/wagtail@3c0c646 - GitHub  MISC

Release note for CVE-2023-28837 in 4.1.4 - wagtail/wagtail@d402231 - GitHub MISC
Don't load temporary uploaded files into memory - wagtail/wagtail@cfal1bb - GitHub MISC
Release 4.2.2 - wagtail/wagtail - GitHub MISC

NVD vulnerability detail NVD

Published 2023-04-03 17:15:00 UTC
Updated 2023-11-07 04:10:00 UTC
Description Wagtail is an open source content management system built on Django. Prior to versions 4.1.4 and 4.2.2, a memory exhau

1|

Language

All

Link

github.com
github.com
github.com
docs.wagtail.org
github.com
github.com
github.com

github.com

CVE.ORG www.cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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