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assanrcrrnumseeuiuan— Gertain versions of Paragon Active Assurance from Juniper contain the
' following vulnerability:

An Improper Restriction of Communication Channel to Intended
Endpoints vulnerability in the timescaledb feature of Juniper Networks
Paragon Active Assurance (PAA) (Formerly Netrounds) allows an
attacker to bypass existing firewall rules and limitations used to restrict
internal communcations. The Test Agents (TA) Appliance connects to
the Control Center (CC) using OpenVPN. TA's are assigned an internal IP address in the
100.70.0.0/16 range. Firewall rules exists to limit communication from TA's to the CC to
specific services only. OpenVPN is configured to not allow direct communication between
Test Agents in the OpenVPN application itself, and routing is normally not enabled on the
server running the CC application. The timescaledb feature is installed as an optional
package on the Control Center. When the timescaledb container is started, this causes side-
effects by bypassing the existing firewall rules and limitations for Test Agent communications.
Note: This issue only affects customers hosting their own on-prem Control Center. The
Paragon Active Assurance Software as a Service (SaaS) is not affected by this vulnerability
since the timescaledb service is not enabled. This issue affects all on-prem versions of
Juniper Networks Paragon Active Assurance prior to 4.1.2.

CVE-2023-28971 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as [[FIE;} severity.

Affected Vendor/Software: J Juniper Networks - Paragon Active Assurance version < 4.1.2

Vulnerability Patch/Work Around

If the timescaledb feature is not used - disable the service and disable IP forwarding. root@ncc:~# systemctl stop netrounds-
timescaledb root@ncc:~# systemctl disable netrounds-timescaledb root@ncc:~# echo 0 > /proc/sys/net/ipv4/ip_forward In case
timescaledb feature is used - drop forwarded packets by changing default forward policy to drop packets: Stop running services, to
clear dynamic rules ncc services stop openvpn metrics timescaledb Set default DROP policy for forwarding iptables -P FORWARD
DROP ip6tables -P FORWARD DROP Install iptables-persistent and save rules apt-get install iptables-persistent iptables-save >
/etc/iptables/rules.v4 ip6tables-save > /etc/iptables/rules.v6 Restart services ncc services start openvpn metrics timescaledb

CVSS3 Score: 7.2-HIGH
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https://cve.report/CVE-2023-28971.pdf
http://cve.report/software/juniper/paragon_active_assurance
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Attack Attack Privileges User

Vector Complexity Required Interaction

Low [NONE [NONE_

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |

CVE References
Description Tags Link
CEC Juniper Community & CONFIRM supportportal.juniper.net/JSA70595

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Juniper Paragon Active Assurance All All All All

dkakak Lk ak Lk kK,

cpe:2.3:a:juniper:paragon_active_assurance:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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