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Summary

CVE CVE-2023-28978

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-17 22:15:00 UTC

Updated 2023-05-02 19:36:00 UTC

Description An Insecure Default Initialization of Resource vulnerability in Juniper Networks Junos OS Evolved allows an unauthenticated, network based attacker to read certain confidential information. In the default configuration it is possible to read confidential information about locally configured (administrative) users of the affected system. This issue affects Juniper Networks Junos OS Evolved: All versions prior to 20.4R3-S7-EVO on pending commit???; 21.1-EVO versions prior to 21.1R3-S4-EVO on awaiting build; 21.4-EVO versions prior to 21.4R3-S1-EVO; 22.2-EVO versions prior to 22.2R3-EVO; 21.2-EVO versions prior to 21.2R3-S5-EVO on pending commit???; 21.3-EVO version 21.3R1-EVO and later versions; 22.1-EVO version 22.1R1-EVO and later versions; 22.2-EVO versions prior to 22.2R2-S1-EVO.

Risk And Classification

Problem Types: CWE-1188

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Junos Os Evolved All All All All

Operating System Juniper Junos Os Evolved 20.4 - All All

Operating System Juniper Junos Os Evolved 20.4 r1 All All

Operating System Juniper Junos Os Evolved 20.4 r1-s1 All All

Operating System Juniper Junos Os Evolved 20.4 r1-s2 All All

Operating System Juniper Junos Os Evolved 20.4 r2 All All

Operating System Juniper Junos Os Evolved 20.4 r2-s1 All All

Operating System Juniper Junos Os Evolved 20.4 r2-s2 All All

Operating System Juniper Junos Os Evolved 20.4 r2-s3 All All

Operating System Juniper Junos Os Evolved 20.4 r3 All All

Operating System Juniper Junos Os Evolved 20.4 r3-s1 All All

Operating System Juniper Junos Os Evolved 20.4 r3-s2 All All

Operating System Juniper Junos Os Evolved 20.4 r3-s3 All All

Operating System Juniper Junos Os Evolved 20.4 r3-s4 All All

Operating System Juniper Junos Os Evolved 20.4 r3-s5 All All

Operating System Juniper Junos Os Evolved 20.4 r3-s6 All All

Operating System Juniper Junos Os Evolved 21.1 - All All
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Operating System Juniper Junos Os Evolved 21.1 - All All

Operating System Juniper Junos Os Evolved 21.1 r1 All All

Operating System Juniper Junos Os Evolved 21.1 r1-s1 All All

Operating System Juniper Junos Os Evolved 21.1 r2 All All

Operating System Juniper Junos Os Evolved 21.1 r3 All All

Operating System Juniper Junos Os Evolved 21.1 r3-s1 All All

Operating System Juniper Junos Os Evolved 21.1 r3-s2 All All

Operating System Juniper Junos Os Evolved 21.1 r3-s3 All All

Operating System Juniper Junos Os Evolved 21.2 - All All

Operating System Juniper Junos Os Evolved 21.2 r1 All All

Operating System Juniper Junos Os Evolved 21.2 r1-s1 All All

Operating System Juniper Junos Os Evolved 21.2 r1-s2 All All

Operating System Juniper Junos Os Evolved 21.2 r2 All All

Operating System Juniper Junos Os Evolved 21.2 r2-s1 All All

Operating System Juniper Junos Os Evolved 21.2 r2-s2 All All

Operating System Juniper Junos Os Evolved 21.2 r3 All All

Operating System Juniper Junos Os Evolved 21.2 r3-s1 All All

Operating System Juniper Junos Os Evolved 21.2 r3-s2 All All

Operating System Juniper Junos Os Evolved 21.2 r3-s3 All All

Operating System Juniper Junos Os Evolved 21.2 r3-s4 All All

Operating System Juniper Junos Os Evolved 21.3 r1 All All

Operating System Juniper Junos Os Evolved 21.3 r1-s1 All All

Operating System Juniper Junos Os Evolved 21.3 r2 All All
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Operating System Juniper Junos Os Evolved 21.4 r3 All All

Operating System Juniper Junos Os Evolved 22.1 r1 All All

Operating System Juniper Junos Os Evolved 22.1 r1-s1 All All

Operating System Juniper Junos Os Evolved 22.1 r1-s2 All All

Operating System Juniper Junos Os Evolved 22.1 r2 All All

Operating System Juniper Junos Os Evolved 22.1 r2-s1 All All

Operating System Juniper Junos Os Evolved 22.1 r3 All All

Operating System Juniper Junos Os Evolved 22.2 r1 All All

Operating System Juniper Junos Os Evolved 22.2 r1-s1 All All

Operating System Juniper Junos Os Evolved 22.2 r2 All All

Operating System Juniper Junos Os Evolved 22.2 r2-s1 All All

References

Reference Source Link Tags

CEC Juniper Community CONFIRM supportportal.juniper.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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