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State

Assigner
Source Priority
Published
Updated

Description

/

MITRE

CVE-2023-28979
PUBLIC

sirt@juniper.net

CVE-2023-28979

NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

2023-04-17 22:15:00 UTC
2023-05-02 19:30:00 UTC

An Improper Check for Unusual or Exceptional Conditions vulnerability in the kernel of Juniper Networks Junos OS allows ¢

Risk And Classification

Problem Types: CWE-754
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Operating System Juniper Junos 21.2 r1-s1 All All
Operating System Juniper Junos 21.2 r1-s2 All All
Operating System Juniper Junos 21.2 r2 All All
Operating System Juniper Junos 21.2 r2-s1 All All
Operating System Juniper Junos 21.2 r2-s2 All All
Operating System Juniper Junos 21.2 r3 All All
Operating System Juniper Junos 21.2 r3-s1 All All
Operating System Juniper Junos 21.3 - All All
Operating System Juniper Junos 21.3 r1 All All
Operating System Juniper Junos 21.3 r1-s1 All All
Operating System Juniper Junos 21.3 r1-s2 All All
Operating System Juniper Junos 21.3 r2 All All
Operating System Juniper Junos 21.3 r2-si All All
Operating System Juniper Junos 21.3 r2-s2 All All
Operating System Juniper Junos 21.3 r3 All All
Operating System Juniper Junos 21.4 - All All
Operating System Juniper Junos 21.4 r1 All All
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Operating System Juniper Junos 21.4 r2 All All
Operating System Juniper Junos 21.4 r3 All All
Operating System Juniper Junos 22.1 r1 All All
Operating System Juniper Junos 22.1 r1-s1 All All
Operating System Juniper Junos 22.1 r1-s2 All All
Operating System Juniper Junos 222 r1 All All
Operating System Juniper Junos 22.2 r1-s1 All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

44021 Juniper Network Operating System (Junos OS) Internet Protocol (IPv6) Packet Integrity Vulnerability (JSA70604)
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