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Summary

CVE CVE-2023-29016

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-06 20:15:00 UTC

Updated 2023-04-13 13:55:00 UTC

Description The Goobi viewer is a web application that allows digitised material to be displayed in a web browser. A cross-site scripting vulnerability has been identified in Goobi viewer core prior to version 23.03 when using nicknames. An attacker could create a user account and enter malicious scripts into their profile's nickname, resulting in the execution in the user's browser when displaying the nickname on certain pages. The vulnerability has been fixed in version 23.03.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Intranda Goobi Viewer Core All All All All

References

Reference Source Link

added nickname validator; html escape existing values when displaying; · intranda/goobi-viewer-core@8eadb32 · GitHub MISC github.com

Cross-Site Scripting Vulnerability in User Nicknames · Advisory · intranda/goobi-viewer-core · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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