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Summary

CVE CVE-2023-2914

State PUBLIC

Assigner PSIRT@rockwellautomation.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-17 16:15:00 UTC

Updated 2023-08-23 15:46:00 UTC

Description The Rockwell Automation Thinmanager Thinserver is impacted by an improper input validation vulnerability, an integer overflow condition exists in the affected products. When the ThinManager processes incoming messages, a read access violation occurs and terminates the process. A malicious user could exploit this vulnerability by sending a crafted synchronization protocol message and causing a denial of service condition in the software.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rockwellautomation Thinmanager Thinserver 13.1.0 All All All

Application Rockwellautomation Thinmanager Thinserver All All All All

Application Rockwellautomation Thinmanager Thinserver All All All All

Application Rockwellautomation Thinmanager Thinserver All All All All

Application Rockwellautomation Thinmanager Thinserver All All All All

Application Rockwellautomation Thinmanager Thinserver All All All All

Application Rockwellautomation Thinmanager Thinserver All All All All

References

Reference Source Link Tags

ThinManager® ThinServer™ Input Validation Vulnerabilities MISC rockwellautomation.custhelp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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