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Summary

CVE CVE-2023-29188

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-09 01:15:00 UTC

Updated 2023-05-12 20:38:00 UTC

Description SAP CRM WebClient UI - versions SAPSCORE 129, S4FND 102, S4FND 103, S4FND 104, S4FND 105, S4FND 106, S4FND 107, WEBCUIF 701, WEBCUIF 731, WEBCUIF 746, WEBCUIF 747, WEBCUIF 748, WEBCUIF 800, WEBCUIF 801, does not sufficiently encode user-controlled inputs, resulting in Cross-Site Scripting (XSS) vulnerability. After successful exploitation, an attacker with user level access can read and modify some sensitive information but cannot delete the data.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Customer Relationship Management Webclient Ui 7.01 All All All

Application Sap Customer Relationship Management Webclient Ui 7.31 All All All

Application Sap Customer Relationship Management Webclient Ui 7.46 All All All

Application Sap Customer Relationship Management Webclient Ui 7.47 All All All

Application Sap Customer Relationship Management Webclient Ui 7.48 All All All

Application Sap Customer Relationship Management Webclient Ui 8.00 All All All

Application Sap Customer Relationship Management Webclient Ui 8.01 All All All

Application Sap S4fnd 1.02 All All All

Application Sap S4fnd 102 All All All

Application Sap S4fnd 103 All All All

Application Sap S4fnd 104 All All All

Application Sap S4fnd 105 All All All

Application Sap S4fnd 106 All All All

Application Sap S4fnd 107 All All All

Application Sap Sapscore 129 All All All
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Reference Source Link Tags

i7p.wdf.sap.corp/sap/support/notes/3315979 MISC i7p.wdf.sap.corp

Access Denied MISC www.sap.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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