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Summary

CVE CVE-2023-29198

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-06 21:15:00 UTC

Updated 2023-09-11 18:58:00 UTC

Description Electron is a framework which lets you write cross-platform desktop applications using JavaScript, HTML and CSS. Electron apps using `contextIsolation` and `contextBridge` are affected. This is a context isolation bypass, meaning that code running in the main world context in the renderer can reach into the isolated Electron context and perform privileged actions. This issue is only exploitable if an API exposed to the main world via `contextBridge` can return an object or array that contains a javascript object which cannot be serialized, for instance, a canvas rendering context. This would normally result in an exception being thrown `Error: object could not be cloned`. The app side workaround is to ensure that such a case is not possible. Ensure all values returned from a function exposed over the context bridge are supported. This issue has been fixed in versions `25.0.0-alpha.2`, `24.0.1`, `23.2.3`, and `22.3.6`.

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electronjs Electron All All All All

Application Electronjs Electron 24.0.0 - All All

Application Electronjs Electron 24.0.0 alpha1 All All

Application Electronjs Electron 24.0.0 alpha2 All All

Application Electronjs Electron 24.0.0 alpha3 All All

Application Electronjs Electron 24.0.0 alpha4 All All

Application Electronjs Electron 24.0.0 alpha5 All All

Application Electronjs Electron 24.0.0 alpha6 All All

Application Electronjs Electron 24.0.0 alpha7 All All

Application Electronjs Electron 24.0.0 beta1 All All

Application Electronjs Electron 24.0.0 beta2 All All

Application Electronjs Electron 24.0.0 beta3 All All

Application Electronjs Electron 24.0.0 beta4 All All

Application Electronjs Electron 24.0.0 beta5 All All

Application Electronjs Electron 24.0.0 beta6 All All

Application Electronjs Electron 24.0.0 beta7 All All

Application Electronjs Electron 25.0.0 alpha1 All All
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Application Electronjs Electron 25.0.0 alpha1 All All

References

Reference Source Link Tags

Context isolation bypass via nested unserializable return value · Advisory · electron/electron · GitHub MISC github.com

contextBridge | Electron MISC www.electronjs.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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